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Preface

This document covers the detailed configuration of OIM that is required to integrate
with Collections.

Also, it covers functional flow and detail configuration required for user provisioning
in Collections on default OIM installation. OIM Reconciliation and Schedule jobs are
not in scope.

This preface contains the following topics:
= Audience

= Documentation Accessibility

s Organization of the Guide

= Related Documents

s Conventions

This document is intended for the following:
s IT Deployment Team
s Consulting Staff

s Administrators

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Organization of the Guide

This document contains:



Chapter 1, "Introduction”
This chapter presents an overview of user provisioning.

Chapter 2, "Configuration™
This chapter provides information on configuring OIM for OBP Collections.

Chapter 3, "User Fields and Constraints"

This chapter provides information on the user provisioning fields and related
constraints.

Chapter 4, "Functional Flow"
This chapter provides information on user provisioning activities.

Chapter 5, "Verification"
This chapter provides information on verification of OIM configuration performed.

Related Documents

For more information, see the following documentation:

s For information on the configuration that should be performed on day zero, see
the Oracle Banking Platform Collections Day Zero Setup Guide

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.




1

Introduction

In Oracle Banking Platform (OBP), users are maintained in a centralized repository
called Oracle Internet Directory (OID), which is used for authentication and
authorization purpose.

OBP Collections module has its own authentication and authorization process. Users
configured in the OBP require access to some of the services of Collections. To access
those services, user must be present in the Collections database. Hence, the user
provisioned in OBP is required to be provisioned in Collections module as soon as it is
created in OBP. A typical Collections request flow from online OBP user is
authenticated and authorized by the OBP framework and is forwarded to the
Collections module. Collections uses the user detail to create context to fetch underline
service to serve the request.

Oracle Identity Manager (OIM) is used to provision users in Collections when they are
created in OBP.

Introduction 1-1
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2

Configuration

This chapter details the configuration required for Oracle Identity Manager (OIM).

2.1 Prerequisites

Following is the list of prerequisites for configuring OIM:

1.

4.

You must install the following software:
= Weblogic Server 10.3.6

s SOA Suite 11.1.1.7

s IAM Suite 11gR2 PS2 (11.1.2.2.0)

« RCUI11.1.220

You must have administrative access to the following:

s OIM Design Console

s Oracle Identity System Administration http://<Host>:<Port>/sysadmin/

»  Oracle Identity Self Service http:/ /<Host>:<Port>/identity /

s Oracle Directory Services Manager (ODSM). For more information, see
Chapter 5.1, "Verification of OIM Configuration".

URL of OID to which OIM is synchronized is known. Also, must have
administrative access to ODSM to connect OID.

Values of following fields are known:

Table 2-1 OBP Collection Connection Parameters

Field Name Value Description
webserviceUrl http:/ /<Host>:<Port>/com.ofss.fc.webservic | Host server webservice URL pointing
e/services/ collection/ORMBUserProvisionin | to Collections (ORMB) User
gApplicationService Provisioning service
Where Host & Port: IP and Port of HOST
Server where OBP Collections is deployed.
sessionUserld OBP Administrative user having access to
Collections services. Also, same User must be
present in Collections (ORMB) database as
Administrative User.
bankCode Bank Code
transactionBranch Transaction Branch

Configuration 2-1



Create OBP Collections System User

Table 2-1 (Cont.) OBP Collection Connection Parameters

Field Name Value Description

channel Channel

marketEntity Market Entity

businessUnit Business Unit

isSecurityEnabled true/false This flag is used to enable security

through OWSM policies. Provide
value based on environment
configuration.

securityParamLookup Lookup containing client security
policy properties in the form of key
and value. Provide values as per
client policy configured.

securityPolicy Client security policy name as per
service policy configured.

5. Check following artifacts are available as part of Collections release bundle:
= com.ofss.fc.extxface.wsdl.client.jar
= com.ofss.fc.extxface.oim.jar

= collections_oim_export.xml

2.2 Create OBP Collections System User

The following configuration is to create Collections System User for OIM. System User
is required to authenticate OIM Collections user provisioning request at OBP server.

Note: It is assumed OBP default User and Role (Application Role
Enterprise Role) configuration is already seeded in OID.

1. Create user with User Id OIMOBPCOLL using ODSM. Provide necessary User
attributes.

2. Assign enterprise Role Administrators to User.

3. Create same user in Collections using Collections native admin Ul Assign
CLNHOSTUSER Group to User, to provide minimum access of Collections native
admin screen. For more information, see Section 5.3, "Create Users in Collections."

2.3 OIM Configuration

This section provides information on OIM Configuration.

2.3.1 Configure Collections Jar files

Below is sample configuration for OIM JavaTask and ThirdParty jar. Copy below listed
Collections jars for user provisioning to the specified location.
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Table 2-2 Collection Jar files

Artifact

Location

Description

com.ofss.fc.extxface.wsdl.client.ja
r

<IDM_
HOME>/server/apps/oim.ear/

Web service client to invoke
Collections service to provision

User. It should be treated as
ThirdParty OIM jar.

APP-INF/lib

<IDM
HOME->/server/ThirdParty To ensure Collections java files
exists, explode jar and check if
package structure
com\ofss\fc\extxface\app\coll
ection\service\userprovisioning

is present.

<IDM_
HOME>/server/JavaTasks

com.ofss.fc.extxface.oim jar This jar file contains java class to
create, update and delete User. It
should be treated as OIM

JavaTask jar.

To ensure Collections java files
exists, explode jar and check if
package structure
com\ofss\fc\extxface\oim\coll
ection is present.

2.3.2 Configure Collections User Groups

As part of day zero configurations, administrators must add all Collections User
Group to lookup definition LOOKUP.ORMB.USER.GROUPS in OIM, except
Collections default User Group.

To know more about day zero configuration, see Oracle Banking Platform Collections
Day Zero Setup Guide.

1. Log in to Oracle Identity System Administration. In the left pane, under
Configuration, click Lookups.

Figure 2-1 Search and Select - Lookup Type

Identity System Administration

The Search and Select: Lookup Type window is displayed.
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Figure 2-2 Search and Select - Lookup Type

Search and Select: Lookup Type

~|Search

Match @ All ) Any
Meaning
Code

Description

Search Reset

4 1 | +

7
Meaning Code Description
No data to display.

Lookup Values

Meaning Code Enabled |Sequence |Description
No data to display.

0K | Cancel

2. Click Create Lookup Type icon on the toolbar. The Create Lookup Type dialog
box is displayed.
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Figure 2-3 Create Lookup Type - Clicking icon

Search and Select: Lookup Type

~|Search

Match @ All ) Any
Meaning
Code

Description

4 | T
Meaning Code Description

Search Reset

3

No data to display.

Lookup Values

Meaning Code Enabled |Sequence |Description

Mo data to display.

Figure 2—4 Create Lookup Type - Dialog box

Create Lookup Type

* Meaning | | Description
* Code
Lookup Codes
View 38 | Hfipetach
* Meaning |* Code Enabled |Sequence Description

0K | Cancel

Click Create to add a lookup code.

3. Specify the following values:
s Meaning: LOOKUP.ORMB.USER.GROUPS
s Code: LOOKUP.ORMB.USER.GROUPS

»  Description: Collections User Groups

Save Cancel
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Figure 2-5 Enter Lookup Values

Create Lookup Type

* Meaning | LOOKUP. ORMB.USER..GROUPS Description | Collections User Groups

* Code | LOCKLUP, ORMB.USER.GROUPS

Lookup Codes
View » ¥ | Hfipetach
* Meaning |* Code Enabled |Segquence Description

Click Create to add a lookup code.

Save Cancel

4. In the Lookup Codes section, click the Create Lookup Code icon. A row is added
to the Lookup Codes section in which you can specify valid Collections ORMB
User Group in Meaning and Code.

s Meaning: C1_BSERVICES (This is a sample value, add values provided).
s Code: C1_BSERVICES (This is a sample value, add values provided).
= Enabled: Select the check box if you want to enable the lookup code.

= Sequence: Number to specify a sequence for the lookup code. A lower
number indicates higher priority. For example, 1 indicates highest priority.

Figure 2-6 Edit Lookup Type

Edit Lookup Type

 PAsareg | LOORKLE, CRE, USER  GROUSDS Desoiphion | £ olectiond Uder Grongs
Code  LOOHLP, ORME,UISER,, GROUPT

Lookup Codes

View - x = Detadh

* Peieanrg * Cade Frabled  Seduence Ol nor gabon
| c1_p=eRvicES C1_BSERVICES ] 1 |

gave | gancel |

5. Similarly, repeat steps (step 4) to create as many lookup codes you want. To
remove a lookup code, you can select the row for the code, and click the Remove
Lookup Code icon.

Note: Code should be valid Collections User Group, else it would be
treated as invalid while provisioning. Meaning value will be shown to
User on Create User form.
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6. Click Save. The lookup type is created.

Figure 2—7 Lookup Type Creation

Search and Select: Lookup Type

~|Search

Match @ All©) Any
Meaning
Code

Description

4 | 1

G Z

Meaning Code Description

Search Reset

3

Audit.UserProfile, CustomP Audit.UserProfile, Cus
Catalog Risk Level Lookup.Catalog.Risk.
Global.Lookup.Language  Global Lookup.Langu:
Global.Lookup.Region Global. Lookup.Regior
[o0KUP.ORMB USER .GRG LOOKUP.ORMB USER Collections User Groups |
Lookup. ACT_PROCESS_TR Lookup. ACT_PROCES
Lookup. Adapter Factory.A Lookup. Adapter Fach

LOOKUP.ORMB.USER.GROUPS: Lookup Values

Meaning Code | Enabled |Sequence Description

| »

C1_BSERVICES C1_BSERVICES

[ e

Note:

s Lookup definition LOOKUP.ORMB.USER.GROUPS values can be
imported or exported using OIM Deployment Manager, useful
when migrating from one environment to other.

= Restart of OIM server is required after updating the lookup

definition.

2.3.3 Collection Sandbox

Following is configuration to create, activate, deactivate, and publish sandbox.

1. Click Sandboxes. Manage Sandboxes page is displayed.
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Figure 2-8 Oracle Identity System Administration - Sandbox tab

Event Management
(3, Reconcilation

Policies

[& 2pproval Poicies
Access Policies

[T Attestation Configuration
&, Password Policy
Configuration

[E] Form Desianer

483 IT Resource

[ Generic Connectar
[5=] Application Instances
@8 Lookups

Figure 2-9 Manage Sandbox

Identity System Administration

Event Management [ Manage sandbozes x [IE]
(8, Reconcilition

Policies Available Sandboxes  Published Sandboxes

E Approval Polidies @ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.,

actess Policios To customize create andjor activate a sandbiox. After customizations are complete you can publish the sandbox to make the customizations avallable to other users

m Attestation Configuration )

View = Create Sandoox 38 Delets Sandbo: [ refresh Activate Sandbox Deactivate Sanchax Fublish Sandbax » %
&, Password Poiicy
Sandbox Description Artive Last Modified On Last Modified By

Configuration

Mo data to display.
[i] Form Desigrer

483 IT Resource

({® Generic Connactor
E‘ Application Instances
&8 Lookups
System Entities

g User

5, Orgarization

(& Role

(L) cataog

2.3.3.1 Create Sandbox

To create a Sandbox, perform the following steps:

1. Click Create Sandbox. Create Sandbox page is displayed.

Figure 2-10 Create Sandbox

Identity System
Event Management [ Manage Sandboxes x [I]
(@ reconcilition
Policies Available Sandboxes  Published Sandboxes
E Approval Policies @ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
arcess Policies To customize create and/or activate a sandbo, After custornizations are cormplate you can publish the sandbo to make the custoniizations availsbls to other users,
) Attestation Configuration
&_ password Poicy Vigw - 3% Delete Sandbox i) Refresh Activate Sandbox Deactivate Sandbax Publish Sandbox » »
&
Confl i Sandbox Description Active Last Mocified O Last Madified By
onfiguration

D p o Mo data to display.
=] Form Designer

483 IT Resource
[ Generic Cornector
5] Application Instances
@8 Lookups
System Entities
& User
3, Organization
(&5 Role
(L catdog
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Figure 2-11 Create Sandbox Dialog Box

Create Sandboo =2

i
" Earullssa Mam ||

Carileris Dht-S0r S

A Bronty Sarwlbax (o

Save mnd Cloge || Csncosl |
2. Specify the following values:

Table 2-3 Create Sandbox Parameters

Sandbox Fields Values

Sandbox Name CollectionsDev

Sandbox Description Collections Development
Activate Sandbox Check check box

3. Click Save and Close.

Figure 2-12 Create Sandbox Parameters

Create Sandbox B

* Sandbox Name | CollectionsDew I

Sandbox Description |Cu:ullecﬁ|:|ns Develppment |

Activate Sandbok

Save and Close Cancel

4. Click OK. The Confirmation dialog box appears.

Figure 2-13 Sandbox Creation Confirmation

Confirmation m

@Cﬂnﬁrmatk}n
Sandbox CollectionsDev was created using label Creation_IdM_CollectionsDev_04:29:01.

Ok

CollectionsDev sandbox is created and it is activated
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Note: After you activate the sandbox, any changes to metadata
objects are stored in the sandbox only. There can be only one active
sandbox at a time. The information about the active sandbox is stored
in the session. Therefore, a sandbox must be activated to continue
with customization after every login to Oracle Identity Manager.

Figure 2-14 Available Sandbox

Identity System Administration Accessbiity  Sandboxes (ColectionsDev) Help  SignOut  x
Event Management [E Manage Sandboxes x [I]
@, Recondiiation
Policies Available Sandboxes = Published Sandboxes
B Approval Policies (@ Sandbores alon you tosolate snd experiment with customizations nithout affectng other users environments.
Access Polices To customize create and/or activate a sandbox, After customizations are complete you can publish the sandbox to make the customizations available to ofher users.
=

[ Attestation Configuration
&_ Pessnord Polc View = Create Sandbox 3§ Delete Sandbox () Refresh ) Activate Sandbox (@) Deactivate Sandbox [ Publish Sancbox | Export Sandbox ) Impart Sandbox »

Configuration S Bescopton Active LastModifiedOn__Last Modified B
p Firm Dene [ Caliectorster Collectons Development O—Y—lADr T —
8% IT Resource

(@ Generic Comnector
Application Instances
&8 Lookups

2.3.3.2 Activate Sandbox

To activate a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Activate Sandbox to activate
sandbox.

Figure 2-15 Activate Sandbox

Manage Sandboxes » @

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
To customize create andfor activate a sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.

View - Create Sandbox 3§ Delete Sandbox () Refresh (@ Activate Sandbox | Deactivate Sandbox @ Publish Sandbax |y Export Sandbox ) Import Sandbox »

Sandbox Description Active Last Modified On Last Modified By
| CollectionsDewv Collections Development Apr 3, 2014 mdsInternal

Sandbox is active now; it will be highlighted with green dot.

Figure 2-16 Activate Sandbox: Active

Manage Sandboxes x &

Available Sandboxes  Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
To customize create and/or activate a sandbox, After customizations are complete you can publish the sandbox to make the customizations available to other users,

View + Create Sandbox 3¢ Delete Sandbox @ﬂ Refresh J Activate Sandbox @@ Deactivate Sandbox @ Publish Sandbox |i| Export Sandbox ‘i‘ Import Sandbox b
Sandbox Description Active Last Modified On Last Modified By
CollectionsDev Collections Development Q Apr 3, 2014 mdsInternal

2.3.3.3 Deactivate Sandbox

To deactivate a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Deactivate Sandbox to deactivate
sandbox.
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Figure 2-17 Deactivate Sandbox

Manage Sandboxes @

Available sandboxes  Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbax to make the customizations available to other users,

View - Create Sandbox 3§ Delete Sandbox @ﬂ Refresh ) Activate Sandbox @) Deactivate Sandbox ﬁ Publish Sandbox |i| Export Sandbox ‘i‘ Import Sandbox »

Sandbox Description Active Last Modified On Last Modified By
2 CollectionsDev Collections Development @ Apr 3, 2014 mdsInternal

Sandbox is deactivated now.

Figure 2-18 Post Deactivating Sandbox

Manage Sandboxes x E

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.

View + Create Sandbox 3§ Delete Sancbox (g} Refresh @ Activate Sandbox () Deactivate Sandbox  [@ Publish Sandbox | | @) Export Sandbox &y Import Sandbox »

Sandbos Description Active Last Modified On Last Modified B
!! CollectionsDewv Collections Development Apr 3, 2014 mdsInternal l

2.3.3.4 Publish Sandbox
To publish a Sandbox, perform the following steps:

1. Select CollectionsDev sandbox and then click Publish Sandbox to publish
sandbox.

Figure 2-19 Publish Sandbox

Manage Sandboxes x @

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments.
To customize create and/or activate a sandbox. After customizations are complete you can publish the sandbax to make the customizations available to other users,

View v Create Sandbox 3¢ Delete Sandbox | [} Refresh @ Activate Sandbox () Deactivate Sandbox |3 Export Sandbox & Import Sandbox »
Sandbox Description Active Last Modified On Last Modified By
2| CollectionsDev Collections Development Apr 3, 2014 mdsInternal

Sandbox is published now; it will be removed from sandbox list. Once Sandbox is
published, all changes will be visible to all the users.

Figure 2-20 Published Sandbox

B Manage Sandboxes I-_?I

Available Sandboxes = Published Sandboxes

@ Sandboxes allow you to isolate and experiment with customizations without affecting other users environments,
To customize create andfor activate & sandbox. After customizations are complete you can publish the sandbox to make the customizations available to other users.

View w Create Sandbox 3§ Delete Sandbox @ﬁ Refresh ) Activate Sandbox () Deactivate Sandbox 1} Publish Sandbox Export Sandbox & Import Sandbox »
Sandbox Description Active Last Modified On Last Modified By
Mo data to display.
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2.3.4 Import Collections Configuration

Collections adapter configuration for User Provisioning must be imported. Below is
the list of artifacts developed for Collections User Provisioning.

Table 2-4 Collections User Provisioning Artifacts

Artifact Artifact Type Description

Collections Collections It stores definition of connection parameters to connect
OBP Collections system.

Collection Arguments IT Resource Type It stores parameters and its values required to make

connection with OBP Collections. OIM uses this
information to connect target Collections system.

Collections User
Provisioning

Process Definition

This process definition contains process tasks for User
provisioning Create User, Change First Name, Change Last
Name, Change UserName, Change Email, Change End
Date, Change Collections User Group and Delete User.

Collection User

Resource Object

This resource object is used for provisioning users in
Collection. It contains Collections system details required
for provisioning.

ORMB Create User Task Adapter This adapter is responsible to create user in Collections.
ORMB Update User Task Adapter This adapter is responsible to update user in Collections.
ORMB Delete User Task Adapter This adapter is responsible to delete user in Collections.

UD_COLL_USR

Process Form

This is Collections process form associated with Collections
User Provisioning process. It holds relevant information
about Collections User resource object.

CollectionsUserDetails

Pre-populate Adapter

The Adapter is used to pre-populate user details in the
Collections resource form.

OBP Collections configuration can be imported in OIM by using deployment manager.

1.
2

Figure 2-21 System Management - Import

Identity System Administration

Log in to Oracle Identity System Administration.

In the left pane, under System Management, click Import. The Deployment
Manager - Import window is displayed.

Accessbiity Sandboxes Help SignOut  xelsysadn

Event Management
@ Recondiliation
Policies

[ Approval Palicies

[ Access Polides

i) Attestation Configuration
&, Password Policy
Configuration

[E] Form Designer

4% IT Resource

[/ Generic Connactor
Application Instances
@8 Lookups
System Entities

&y User

& Organization

@i role

[ Catalog
System Management
[ Seheduler

L Notification f
4% System Configuration
[} Manage Connector

|9 Export
> Upgrade
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3. In the Deployment Manager - Import window, click Add File and open
configuration file collections_oim_export.xml that is saved on your machine.

Figure 2-22 Deployment Manager - Import Screen

w Oracle Identity Manager - Mozilla Firefox | = | [=] B |
“_._ localhost:14000/xIWebApp/DeploymentManager/loadDU.do?method= displaylmpeort | LA v

Deployment Manager - Import

Click &dd File io add more files

Summany

)
« | o -

Import Files
A

Substitutions v
A

IT Resources v

e Add...

Hew Roles v
A

Current Selections

Objects Removed From Import

Mis=ing Dependencies To Create

Add File

Import

4. The Deployment Manager dialog box opens with file name being imported. Click
Add File.
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Figure 2-23 Deployment Manager - File Preview Dialog Box

D Deployment Manager X

File Preview
collections_aim_expoart

File Mame:

Exported By

Export Date

Export LRility “ersion

. collections_oim_export.xml

. XELSYSADM

. September 18, 2013 5:40:49 AM
; 2.0.2.0

Exported From:

e | [ ]
5. Click Cancel Substitution.
Figure 2-24 Deployment Manager - Cancel Substitution Dialog Box
Substitutions
Provide the substitutions for the usersigroups (Optional).
Type Current Hane Hew Hame
Rale SYSTEM ADMIMISTRATORS
UD_COLL_USR Yersion 2
Rale AlLL USERS
[ | cancel substiution | Next

6. Specify values for parameters in Collection Arguments section, see Table 2-1,
" OBP Collection Connection Parameters"
7. Click Next.
Note: Parameter Value shown in image are sample values. Provide

values as per your environment.
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Figure 2-25 Deployment Manager - IT Resource Instance Data

O Deployment Manager

Frovide IT Resource Instance Data.

;" Collections
b- Collection Arguments

== Mewy Instance==

Collection Arguments

Parameter Hame

wehzeryvicelrl
securityPolicy
hankCode

channel

huzinesslUnit
tranzactionBranch
sezsionlserld
zecurityParamLoakup
izSecurityEnabled
marketEntity

Parameter Yalue

Fittg: S,

BN T oo

oraclefvess_uzername_token |

05

BRM

Bank_BL

G942

QIMOBPCOLL

LOOKUP.COLL SECURITY PA

true

Bank_ME

Cancel IT Resource Madification l [

== Back Skip

J

I

Net |

8. Click Skip.

Figure 2-26 Deployment Manager - Skip Parameter Value

O Deployment Manager b

Provide IT Resource Instance Data,

ﬁh Collections
Collection Arguments

P == Mew Instances=

Provide the name of the IT resource instance to be created.

Instance Name:

Parameter Hame

tranzactionBranch
securityParamlookup
rarketEritity

channel
securityPolicy
sessionUserld
weehservicelrl

izmecurityEnabled

Parameter Value

{11}

Cancel IT Rezource Modification ] [

== Back ] Skip

et

9. Click View Selections.
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Figure 2-27 Deployment Manager - View Selections

O Confirmation »
Confirmation

Parameters have been provided for the following IT resources:
El ;?Cnllec‘tinns -
B @Collecﬂnn Argumerts
bankCode: 45

izSecurtyEnabled: true

transactionBranch: 5452
securityParamlookup: LOOKUP COLL SECURITY PARAMS

channel BRMN

marketEntity: Bank_MWE

wwehservicelrl:  hitpeflocalhost: 7T0026com ofss fo wehserviceiservices/oolection/ORME serPr

{11}

4 1l 3

Cancel IT Rezource Modification ] [ == Back ] [ View Selections

Overview of all artifacts that have been added will be displayed. Total number of
artifacts to be added must be 11. You can verify them in the Summary section for
All : 11.

10. Click Import.
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Figure 2-28 Deployment Manager - Import

Deployment Manager - Import

Click Add File to add more files.

Summany L

Current Selections Objects Removed From Import
%4 adpCOLLECTIONSUSERDETAILS
;ECollec‘tions
%Collecﬁon Arguments
E] ¢k Collection User

£ Data Object Definitior: 1
& Resource: 1

-

ﬂ\ IT Resource Defintion:

“Elprocess Form: 1 Bl ¥, Collections User Provisioning,
{E} Task Adapter: 3 {E} adpORMECREATEUSER
{E} Prepopulate Adapter: 1 {E} adpORMEUPDATELSER
4 Process: 1 £5% adpORMBDELETEUSER

upD_COLL_USR
A7 Lookup: 1 . E - -
= comithortech.xl.dataobj.tcUD_COLL_USR
;jIT Resource: 1 _

4 LOOKUP.COLLECTIONS.STATIC.PROPERTIES
Mis=ing Dependencies To Create

Import Files L4

collections_oim_export.xml

4 Add...
Substitutions L
4 ...

IT Resources L
4 Add...
Hew Roles L
4 ...

sgeFie || wmpot |

11. A Confirmation dialog box appears. Click Import.

Figure 2-29 Import Confirmation

Are you sure you want to import the selections?

Import Cancel

12. On successful import of data, Import successful message will be displayed. Click
OK and close Deployment Manager - Import window.

Figure 2-30 Import Confirmation Dialog Box

Impart successiul

Ifvou are importing forms with encrypted attributes for a clustered configuration, then restart all nodes of the cluster.
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2.3.5 Verify and Override Date Format Lookup
A lookup 'LOOKUP.COLLECTIONS.STATIC.PROPERTIES' has been added to map
environment specific properties to OIM.

After successful import, verify whether the lookup type
"LOOKUP.COLLECTIONS.STATIC.PROPERTIES' has been imported properly along
with the other configurations.

To verify the lookup type, perform the below mentioned procedures:
1. Login to Oracle Identity System Administration.

2. In the left pane, under Configuration, click Lookups. The Search and Select:
Lookup Type window is displayed.

3. In the Meaning field, enter the lookup value
LOOKUP.COLLECTIONS.STATIC.PROPERTIES.

Figure 2-31 Entering Lookup Value

Search and Select: Lookup Type

A 8earch
Match @ & ¢ Any
Meaing | LOOKUP.COLLECTIONS.STATIC.PROPERTIES |
Code

Description

| Reset | -

action - View  [§ 7

Meaning Description
Mo data to display.

<

Lookup Yalues

Meaning Enabled  Sequence Descrition
No data to display.

>

ot | Cancel |

4. Click Search. The lookup types that match your search criteria get displayed in a
tabular format.
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Figure 2-32 Lookup Types Criteria Match

Search and Select: Lookup Type

- Search
Match @) A () Ay
Meaning  LOOKUR.COLLECTIONS, STATIC.PROPERTIES
Code
Description

| Seach || Resst -

action v View «  [§ /

Mezning Code Description
ILODKUP COLLECTIONS. STATIC PROPERTIES LOOKUP COLLECTIONS., I

q

LOOKUP.COLLECTIONS.STATIC.PROPERTIES: Lookup Yalues

Code Enabled Sequence Descrigtion
yyyyMdd DAETE_FORMAT v

>

| ok | Coneel |

This look up type will be shipped along with the Collections adapter
configuration. The default value of the DATE_FORMAT code for the lookup type
will be 'yyyyMMdd' or the "End Date' field on User form.

Meaning for the lookup code corresponds to the value for 'client.format.date’'
property in root configuration properties.

Before trying to provision a user, please verify that the Meaning for the DATE_
FORMAT Code matches the property value of 'client.format.date’ in the root
configurations. If not, then edit the lookup type accordingly.

Note:

»  If the lookup type is not present, the user will not get provisioned
and generic failure message will be displayed in Open tasks for
Create User task.

»  If the lookup type is present but the Code is incorrect then the
user will not get provisioned and a generic failure message will be
displayed in Open tasks for Create User task.

»  Iflookup type is present and the code is correct but the Meaning is
not in sync with the format in root configurations, user will get
provisioned to Collections but with incorrect date. Considering
the current JODA date configuration, it will persist current system
date.
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2.3.6 Add Process Trigger

Process Tiggers are used to define task name for user fields. This task name could be
further configured in process definition and would be invoked when there is change in

corresponding field. Below configuration is to add Process Trigger for user fields used
for Collections User Provisioning:

1. Log in to Oracle Identity System Administration. In the left pane, under

Configuration, click Lookups. The Search and Select: Lookup Type window is
displayed.

Figure 2-33 Oracle Identity System - System Administration

Identity System Administration

Help  Sign Out

Event Management
(8, Reconcilition
Policies
[ Approval Policies
Acress Policies
m Attestation Configuration
&, Password Policy
Configuration
[i5] Form Desigrer
63 IT Resource
({® Generic Connactor
[55] 4pplication Instances
System Entities
&y User
5, Orgarization
(i Role
(L) catdog
System Management
[i@ Scheduler
| Notification
45 System Configuration
(5 Manage Conmector
&y Impart
|3 Export
Upgrade

Figure 2-34 Search and Select - Lookup Type

S sl ke | vk iy

- fSwarch

B imrrhaogs Wk

Add the following:

Code: Lookup.USR_PROCESS_TRIGGERS
Click Search.
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Figure 2-35 Search Lookup Type

Search and Select: Lookup Type

4search
Match @ Al () Any
Mezning

[Cede ™ Lockup.Usk_PROCESS_TRIGGERS |

Description

Action v View =

Mezning

&7

Code Description

\_PROCESS_TRIGGERS Lookup.USR_PROCESS_TRIGGERS.

Lookup.USR_PROCESS_TRIGGERS: Lookup Values

Meaning
Change First Name
Change Last Name
Change User Identity
Change User Location
Change User Manager
Change User Password
Change User Type
Change Username
Mave User

4. Click Edit icon. Edit Lookup Type dialog window will open.

Figure 2-36 Edit Lookup Type

Edit Lookup Type

Code Enabled Sequence Description
USR_FIRST_NAME v

USR_LAST_NAME

USR_TYPE

USR_LOCATION

USR_MANAGER_KEY

USR_PASSWORD

USR_EMP_TYPE

USR_LOGIN

ACT_KEY

* Meaning | Lookup.USR_PROCESS_TRIGGERS Description
Code Lookup.USR_PROCESS_TRIGGERS

Lookup Codes

View = ‘ %2 ‘ i Detach
* Meaning l“‘ Code Enabled Sequenr.:e Description

Change Collections II USR_UDF_COLLEC I-I -I - &
| change Email [usr_EMaL | | L
|change End Date | USR_END_DATE | | 1
| Change First Name | USR_FIRST_NAME | |
| Change Last Name | USR_LAST_NAME | |
| Change User Ideni | USR_TYPE | | il
. i — .

Save Cancel

5. Click Add icon. Add the following parameters in the row that appears.
Code: USR_EMAIL

Meaning: Change Email
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Figure 2-37 Adding a Lookup Type

Edit Lookup Type

* Meaning | Lookup.USR_PROCESS_TRIGGERS Description
Code Lookup.USR_PROCESS_TRIGGERS

»

Lookup Codes
View - % fﬁ' Detach
* Meaning |* Code | Enabled |5equence Description |
Change Email USR_EMAIL
|| Change Email USR_EMAILL
Change End Date USR_END_DATE

Change First Name
Change Last Name

Change User Ideni

USR_FIRST_NAME
USR_LAST_MAME
USR_TYPE

IEEEEEE

L.om |

Save Cancel

6. Similarly, add the following variables (repeat step 4) and then click Save.

Table 2-5 List of variables

Code Key Meaning
USR_EMAIL Change Email
USR_END_DATE Change End Date
Figure 2-38 Edit Lookup Types
Edit Lookup Type
*Meaning | Lookup.USR_PROCESS_TRIGGERS —Description
Code Lookup.USR_PROCESS_TRIGGERS
Lookup Codes
View - 3 | Hfipetach
* Meaning |H Code Enabled |5equence Description
Change Email USR_EMAIL e
_Change End Date USR_END_DATE e
Change First Mame |LUSR_FIRST_MAME b
Change Last Mame  |USR_LAST_MAME b
Change User Ident |USR_TYPE e
Change User Locat  |USR_LOCATION b
Change User Mana |USR_MAMAGER_KE b
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Note:

Meaning value is used as Process definition Task name. If

there is any change in meaning value, then corresponding name
change must be done in Process definition task.

Below table lists the Code Key being used:

Table 2-6 Code Key details

Code Meaning Process Definition Task Name
USR_FIRST_NAME Change First Name Change First Name
USR_LAST_NAME Change Last Name Change Last Name

USR_EMAIL

Change Email

Change Email

USR_LOGIN

Change Username

Change Username

USR_END_DATE

Change End Date

Change End Date

To verify process task name in Process Definition login to design console and open
Process Definition tab as shown below:

Figure 2-39 Verifying Process Task Name

[=] Oracle Identity Manager Design Console : connected tojdbcoracethin@lodgozzzizineerze . T T O .

File Edit ToolBar Help

W plalals

EIEIL]

= racte enty Manager Design Cansi ¢

Process Definition

2 user Management
(2 Resource Management
=] Process Management
Email Definition
BB Process Definion
=] Administration
/2 Lookup Definition E
&> User Defined Field Definition |

Name [ORWB User Provisioning ‘ Map Descriptive Fieid H Render Workfiow
Tvpe [provsionng | [v]DefautProcess ] Auto Pre-populate

Object Name  |ORMB User [[] Auto Save Form

| Form Assignment

Table Name

Reconciliation Field Mappings | Administrators

Remote Manager
%, Password Policies
(21 Development Tools

Task Default Assignee | Event Handler/Adapter ¥

Conditional |

Required for Completion Constant Duration Disable Manual Insert

Resource Attestation Event Occurrey

R Delete Received

User Aftestation Event Occurred

Update Received

R Insert Received

Service Account Changed

System Validation

]
2
3
4
5 |Service Account Moved
8
7
8
9

Service Account Alert

IECORIE R EEREE

10 |Create User adpORMBCREATEUSER

11 |Delete User adpORMBDELETEUSER

12 [Change First Name adpORMBUPDATEUSER

13 |Change Email adpORMBUPDATEUSER

14 |Change Username adpORMBUPDATEUSER

15 |Change End Date adpORMBUPDATEUSER

16 |Change Last Name adpORMBUPDATEUSER

17 |Change Collections User Group adpORMBUPDATEUSER

HEEEEEEDEOEEEEEER

EFEFEEEEEE
I
I

2.3.7 Create Collections Role

This role is used to define access policy. Minimum access should be provided as it
would be applied to every user eligible for Collections User provisioning.

1.
2.

Log in to Identity Self Service.

Under Administration, click Roles. The Search Roles page is displayed.
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Figure 2-40 Oracle Identity Self Service

Identity Self Service

Accessbiity

sandboxes

Customize Help SignOut

[E8| Home i Roles x
TInbox Search Roles
My Profile Search
@ My Information
Match @ All ) Any

& My Access

Display Name [Starts with v
Requests Name [Starts with v
(@ Catalog

@8 Track Requests

pending Attestations
Administration

&y Users

[£3 Role Categories

B, Organizations

[EZ) Attestation Dashboard
[ Open Tasks

Role Category | Starts with v
Role Mamespace [ Starts with v

Search Results
Actions v View v {fhCreate  # Open

Row Display Name
No data to display

3¢ Delete i Refresh

Ep | EfiDetach

Name

Saved Search |SearchRoles ¥

Search || Reset || Save... || AddFields ~

Role Category Role Namespace

3. Click Create on the toolbar. The Create Role page is displayed.

Figure 2-41 Create Role

Identity Self Service

Accessbiity

Sandboxes

Customize Help SignOut x=

[E2 Home

TInbox

My Profile

& My Information

&, My Access
Requests

[ catalog

@8 Track Requests
Pending Attestations
Administration

&g Users

& Roles

(g Role Categories

&R, Organizations

[E) Attestation Dashboard
[ Open Tasks
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4 Roles ¢ ) create Role x
Create Role

Attributes

*Name
Display Name:
Role E-mail

Role Description

Role Category

Owned By

ye

4. Specify the following values and then click Save.
Name : COLL_USER
Display Name : COLL_USER

Role Description : Default Role for all Collections User

Role Category: Default

5. Click Save.

Save | Cancel
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Figure 2-42 Create Role - Values

Identity Self Service

Sandboxes

E5 Home
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My Profile
& My Information
@&, My Access
Requests
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@8 Track Requests
Pending Attestations
Administration
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Display Name| COLL_USER
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Figure 2-43 Create Role - Attributes Tab

Identity Self Service

Cancel

Sandboxes

8| Home
[& Inbox
1y Profile
§ My Information
& My Access
Requests
L) catalog
@8 Track Requests
Pending Attestations
Administration
& Users
& Roles
[g Role Categories
& Organizations
[25] Attestation Dashboard
3] Open Tasks

i Roles x ) coLL_usERr x
Role: COLL_USER
K Delete B Access Policy

Attributes | Herarchy | Members | Organizations

*MName COLL_USER

Role Namespace Default

*Display Name | COLL_USER
Role E-mail

Role Description Default Role for all Collections

Role Category Defalt

p

OwnedBy System Administrator Q

6. Click Members tab. The Members tab is displayed.

Figure 2—44 Create Role - Members Tab

Apply || Revert

5] Home

[ Inbox

My Profile

§ My Information

(s My Access
Requests

(L Catalag

@8 Track Requests

Pending Attestations
Administration

& Users

i Roles

[ Role Categories

4B, Organizations

[Z] Attestation Dashboard
[ Open Tasks

&4 roles x ) coLL_useR x
Role: COLL_USER
R Delete B Access Policy

Attributes || Hierarchy = Members | Organizations

Membership Rule and Members

User Membership Rule

Rule:
Click the Add Rule button to set the e for this role
Members
Direct Indirect Al
The Following table displays users that are directly assigned to this role

View v | []Assign 3§ Revoke [fjRefresh  [lg#] G Detach

Row Display Name User Lagin Organization E-mail
No data to display

Columns Hidden 5

Aoply | ApplyandEvaluate | | Revert

o AddRule  $% Delete rule
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7. Click Add Rule under User Membership Rules. The User Membership Rules for
COLL_USR dialog box is displayed.

Figure 2—45 Create Role - Add Rule

]dentity Self Service Accessbiity Sandboxes Customize Help  Sign Out
B8 Home i roles x () coLL_usEr x i)
[# Inbox Role: COLL_USER
My Profile ¥ Delete B Access Policy
@ My Information
Attributes | Hierarchy  Members  Organizations
& My Access
Membership Rule and Members Apply Apply and Evaluate Revert
Requests
2 Catalof
L Catabg User Membership Rule o AddRule | $ Delete ruie
@8 Track Requests
[ Pending Attestations Rule:
Administration Click the Add Rule button to set the rule for this role
&y Users
5 roles Members

Direct Indrect &l

[ Role Categories
The following table displays users that are directly assigned to this role
R, Organizations p—

] Attestation Dashboard View | []assign §¢€Revoke [fjRefresh  [E#] fipetach
i) Open Tasks

Figure 2—46 Create Role - Build Expression

i User membership rules for role COLL_USER L)

Build Expression Preview Results

1F Select Operand Value
B [ [=] <2o0s =

Attributes Literals

Display Name DataType | |
FA Territary String @ -
Employee Mumber String @
Locale String @
Middle Mame String @|=
Display Name String [0)
Timezone String [6)
Mabile String [6)
LDAP Organization String [O)

j Account Status String (0]
End Date Date @
Pager String @
Deprovisioned Date Date (O]
Deprovisioning Date Date @
PO Box String 6]
Full Name String @
Country String @
Design Console Access String @
E-mail String @
Peassininnod Raba Pt [~
@ Add

Save Cancel

8. Create Rule such that COLL_USR role is assigned to User that need to be
provisioned to Collections. Here we have defined Rule Based on Organization.

2-26 Oracle Banking Platform Collections User Provisioning Guide



OIM Configuration

Figure 2-47 Create Rule - Add

5@ User membership rules tor role COLL_USER

Build Expression Preview Results
IF

B | ] oo =

La

Select Operand Value

1

Attributes Literals

Display Name Data Type | |
iaTiager CISpiay WNaiie SUTg
Manager Last Mame String
Locality Name String
Street String
Password Expired String
Department Number String
Hire Date Date
Password Warned String
Preferred Language String
Telephone Number String
Home Postal Address String
Description String
Home Phone String
LDAP Organization Unit String
Fax String
Postal Code String
Organization String
User Login String
Title String

Figure 2—48 Create Rule - Select Operand Values

4k user membership rules for role COLL_USER

Build Expression Preview Restlts
IF
Organizaticn | = [=] T =

§ Add

Select Operand Value

Attributes Literals

Required dats type is String

Value | Requests|

eepeeeeeceeeceeeeeeed
]

Save Cancel

Save Cancel
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Figure 2-49 Create Rule - Build Expression

5P User membership rules for role COLL_USER 1
Build Expression Preview Results
¥ Select Operand Value
Organization |= [=] 'requestsr =
And | Display Name DataType | |
FA Territory String @ =
Remove Employee Mumber Siring LD
Locale String @
Middle Name String @|=
Display Name String @
Timezone String @
Mabile String @
LDAP Organization String @
ﬂ Account Status String @
End Date Date @
Pager String @
Deprovisionad Date Date @
Deprovisioning Date Date @
PO Box String @
Full fiame String @
Country String @
Design Console Access String @
E-mal Siring LD
Provisinned Nate Nate G~
Q add

Save Cancel

Figure 2-50 Create Rule - Build Expression Updated

i User membership rules for role COLL_USER 1]
Build Expression Preview Results

* Select Operand Value

(

Organization |= [=] 'Requests' = Attributes Literals

oR
Display Name: Data Type

Orgsnization | = [+] 'xellerate Userzs' =l By we | = |

)= FA Territory String @ -
Employee Number String [O)
Locale String @
Middle Mame String @ =
Displary Name String [O)
Timezone String @
Mobie String @
LDAP Organization String @

j Account Status String (6]

End Date Date @
Pager String [6)
Deprovisioned Date Date ®
Deprovisioning Date Date ®
PO Box String @
Full Name String (O]
Country String ®
Design Console Access String 6]
E-mail String [O)
Provisinned Nate Nate @
@ Add

Save Cancel

Note: It is been observed that when Role membership rule is applied
to a user its membership is not pushed to OID (that is, user is not
added to Role in OID). To overcome this behavior enable schedule job
'LDAPSync Post Enable Provision Role Memberships to LDAP' in
periodic mode (as per requirement).
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2.3.8 Create Access Policy

Policy based provisioning is being used, that is whenever policy is applied, the user is
directly provisioned to resource.

This policy is applied whenever a user is made part of specified role COLL_USR. Also,
COLL_USR is applied to user through membership rule. Thus, policy will be applied
to user and the user would be provisioned to resource - Collection User.

Note: Here, we have used COLL_USR Role, but it can be changed as
required.

1. Login to the Oracle Identity System Administration.

2. To open the Create Access Policies page, under Policies, click Access Policies. This
displays Manage Access Policies dialog box.

Figure 2-51 Create Access Policy - Access Policies

Identity System Administration Accessbiity Sandboxes Help SignOut  xelsysad

Event Management
@, Recondiiation
Policies

[ Approval Policies

Access Polices
[I5) Attestation Configuration
@&, Password Policy

Configuration

[EE] Form Designer

8% IT Resource

(@ Generic Comnector
Application Instances
&8 Lookups

System Entities

& User
B, Organization
i role
[ Catalog
System Management
[ Scheduler

L Notification |
45 System Configuration
[ Manage Connectar
1) Import
|3 Export

> Upgrade

3. Click Create Access Policy.
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Figure 2-52 Create Access Policy

e

0 eLME /xIWebApp/ManageAccessPolicies.do?method=manageAccessPolicies

Manage Access Policies
Enter your search criteria to search for access policies.

| *] | |
[ ]| |

Search Access Policies ‘ | Create Access Policy I Clear

4. In the Create Access Policy dialog box, specify the following;:
Access Policy Name: Collection User - Access Policy
Access Policy Description: Collection User - Access Policy
Provision: Select radio button Without Approval

5. Click Continue.
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Figure 2-53 Create Access Policy - Continue

Q Select Resources to Be Provisioned by This Access Policy - Mozilla Firefox = |

| & ofss310654:14000/xIWebApp/CreateAccessPolicy.do

Create Access Policy @2 3 45

Step 1: Create Access Policy

* Indicates Required Field

Access Policy Name A |Collection User — Access Palicy

Collection User — Access Policy

Access Policy Description

Provision @' without Approval

ith Approval
Retrofit Access Policy ¥

Priority = Current Lowest Priority =0

-

6. Select Collection User check box.
7. Click Add.

Figure 2-54 Create Access Policy - Select Resources

-
Create Access Policy @ 3 45

Step 2: Select Resources
Specify the resources to be provisioned by this access policy.
* Indicates Required Field

Filter By =] Go

Selected:
Results 1-1of 1 First | Previous | Mext | Last
Resource Name
[

Callection User
- Add >>
First | Previous | Next | Last

<< Remove

Exit << Back Confinue >>

8. Click Continue.
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Figure 2-55 Create Access Policy - Selected Resource

Create Access Policy @3 4 5

Step 2: Select Resources

Spedify the resources to be provisioned by this access policy.

* Indicates Required Field

Filter By ‘ E” | Go
Selected:

Results 1-10f 1 i i |
First | Previous | Mext | Last Callection User

m Resource Name

Collection User
Add >>
<< Remove

First | Previous | Mext | Last

Exit << Back ‘ | Continue >> ||
| —

9. Click Continue.

Figure 2-56 Create Access Policy - Select Resource

Create Access Policy @3 45

Step 2: Select Resources

The subsequent pages wil guide you through providing the data to associate with the following resources you selected to be provisioned by this Access Policy:

* Collection User

Exit << Back Skip This Step | Continue >> ‘
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Figure 2-57 Select Resources - Process Details

Create Access Policy 1 @ 3 4.5

Step 2: Select Resources

Provide the following process details for resource Collection User:

Collections Server Instance l:lx Clear
First Name l:l
Last Name l:l
User Login l:l
e 14 I
End Dete ]
Collections User Group l:ll Clear

Exit << Back Skip All Forms Continue >>

10. Select instance name for Collection Server Instance field from the lookup.

Figure 2-58 Selecting Instance Name

i B
M Lookup FDnn—GoogIeCh_ Lo e

M | SdWebApp/ITResourcelLookupForm.do?method:

Select Collections Server Instance
Select the value to use in the field,

Filter By: | Instance Name v || | Go

Instance Mame

e Collection Arguments

Close
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11. Select Collection Arguments as Collections Server Instance (IT Resource to be
used to Provision User to Collections).

12. Click Continue.

Figure 2-59 Create Access Policy - Server Instance

Create Access Policy @ 3.4 5

Step 2: Select Resources

Provide the following process details for resource Collection User:

Collections Server Instance Clear
First Name |:I
Last Mame |:I
User Login |:I
Email 1d L 1
End Date L 1
Collections User Group |:I /< Clear

Exit << Back Skip All Forms | | Continue == ||

13. Select radio button Revoke if no longer applies.
Figure 2—-60 Create Access Policy - Select Revoke or Disable Flag

Create Access Policy @ 3.4 5

Step 2: Select Revoke Or Disable Flag

Select f the resources need to be revoked or disabled if the access policy no longer applies.

Resource Name

Colection Usr

i e Bk

Revoke if no longer applies Disable if no longer applies
[l

14. Click Continue.
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Figure 2-61 Create Access Policy - Continue

Create Access Policy @ 15

Step 3: Select Resources

Specify the resources to be denied by this access policy.

* Indicates Required Field

Fiter By [ [=]] | Go

Resuits 1-10f 1 First | Previous | Next | Last
Resource Name
]
= Callection User

First | Previous | Next | Last

Exit << Back

15. Select COLL_USERS check box.

16. Click Add.
17. Click Continue.

Figure 2-62 Create Access Policy - Add
Create Access Policy @ 5

Step 4: Select Roles

Spedify roles for this access policy.

* Indicates Required Field

Fiter By - ﬂ

Results 1-6 of 6 First | Previous | Next |Last
F Roles Name Display Name
= Administrators Administrators
o SELF OPERATORS SELF OPERATORS
=] OPERATCRS OPERATORS
o SYSTEM ADMINISTRATORS SYSTEM ADMINISTRATORS
=] AL USERS AL USERS
[=T] COLL_USER COLL_USER

First | Previous | Next | Last

Exit << Back Continue >>

Selected:
Add >>
<< Remove
Selected:

Add >>
<< Remove
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Figure 2-63 Create Access Policy - Select Roles

Create Access Policy @ 5

Step 4: Select Roles

Specify roles for this access policy.

* Indicates Required Field

Filter By | I=]] | 6o

Results 146 0f & e

B Roles Name Disj Name

Admiristrators Administrators
0 Add ==
D SELF OPERATORS SELF OPERATORS
= OPERATORS OPERATORS << Remove
il SYSTEM ADMINISTRATORS SYSTEM ADMINISTRATORS
D ALL USERS ALL USERS

CoLL_USER CoLL_UsER

First | Previous | Next | Last

Exit << Back

18. Verify access policy details. Click Create Access Policy. It creates Access Policy.

Figure 2-64 Create Access Policy - Verify Access Policy Information

Create Access Policy @

Step 5: Verify Access Policy Information

Access Policy Information Provided

Change
Access Policy Name Collection User - Access Palicy
Access Policy Description Collection User — Access Policy
With Approval Mo
Retrofit Access Policy Yes
Priority 1
to be provi by this policy

Change

Resource Name Revoke if no longer applies Disable if no lenger applies Process Forms

Collection User L4 x Collections User Details Edit

Resources to be denied by this access policy

Change
@ You have not selected any resources to be denied by this access policy.

Roles for this access policy
Change

Roles Name

COLL_USER
Bxit | << Back || Create Access Policy

19. Restart OIM Admin and Managed Servers.
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2.3.9 Create Form Associated with Application Instance

To create forms associated with the resource objects, and subsequently with the
application instances, follow the below steps:

1. Login to Oracle Identity System Administration.

2. Create and activate a sandbox. For detailed instructions on creating and activating
a sandbox, see section Chapter 2.3.3, "Collection Sandbox"

3. In the left pane, under Configuration, click Form Designer. The Form Designer
page is displayed.

Figure 2-65 Create Form - Form Designer

Identity System Administration

Accessbiity  Sandboxes (CollectionsDev) Help  Sign Out

Event Management
@, Recondiliation
Policies
[B Approval Policies
Access Polices
[ Attestation Configuration
& Password Palicy
Configuration
[E] Form Designer
48% IT Resource
[/ Generic Connector
Application Instances
@8 Lockups
System Entities
& User
&R Organization
& Role
D) Catalog
System Management
[ Scheduler
[\ Notification
&% System Configuration
[5 Manage Connector
1y Import
|3 Export
* Upgrade

[@ Manage Sandboxes ¥ Form Designer X &
Search Forms

Search

Saved Search [Implicit Search ¥

Resource Type Q

Search || Reset || Save
Search Results

Actions = View w

=

£ Detach
Row Form Name

Type Resource Type
No data to display.

4. Click Create on the toolbar. The Create Form page is displayed.

5. In the Resource Type field, verify that the name of the resource object with which
the form is associated is displayed. To change the resource object name, click the
search icon next to the Resource Type field, and search and select a name from the
Search and Select: Resource Type dialog box.
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Figure 2-66 Create Form - Resource Type

Identity System Administration

4 Event Management Form Designer X Create Form X
Recondliation
% New form for
4 Policies
[& #pproval Polices Resource Type E
[ Access Palides *Form Name

[ Attestation Configuration
&, Password Policy

4 Configuration
Form Designer
48% IT Resource
[® Generic Connector
Application Instances
@8 Lockups View v Efi Detach

Available form fields

4 System Entities # Display Name Name

g User No data to display.
B Organization
i role
[ Catalog
4 System Management
Scheduler
L) Notification El
&5 System Configuration
[ Manage Connector
1% Import
1) Export
> uUpgrade

* Create
Description Bulk Update

6. Select Resource Type as Collections User and provide a name for the form (for

example, CollectionsUserForm).

Figure 2-67 Create Form - Resource Type (Collection User)

Search and Select: Resource Type

A Search

Name

Ecdledmn User

Available Form Fields will get displayed in the below section of the page.
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Figure 2-68 Create Form Resource Type - Available Form Fields

Identity System Administration

Event Management
95 Recondilaton
Policies

[B Approval Policies
Access Polides

[ Attestation Configuration

@&, Password Policy
Configuration
[Z] Form Designer
48% IT Resource
[ Generic Connector
Application Instances
@8 Lockups
System Entities
&g User
& Organization
& role
[ Catalog
System Management
[ Scheduler
L Notification
4% System Configuration
[£53 Manage Connector
1y Import
|3 Export

Form Designer X | [£Z] Create Form x

New form for Collection User

Resource Type | Collection User Q

* Form Name | CollectionsUserForm

Available form fields

View = & Detach

# Display Name Name: Description

1 Collections Server Instance UD_COLL_USR_COLL_SERVER Callections Server Instance
2 FirstName UD_COLL_USR_FIRST_NAME First Name

3 LastName UD_COLL_USR_LAST_NAME Last Name

4 User Login UD_COLL_USR_USER_LOGIN User Login

5 Emailld UD_COLL_USR_EMAIL Email Id

6 EndDate UD_COLL_USR_END_DATE End Date

7 Collections User Group UD_COLL_USR_COLL_USER_GROUP  Collections User Group

Bulk Update

OoOEEEOE

Form fields corresponding to the UD_COLL_USR process form fields.

Below are the fields available for the form:

Table 2-7 UD_COLL_USR process form fields

Display Name Name Length Field Type

Collections Server Instance UD_COLL_USR_COLL_SERVER ITResourceLookupField
First Name UD_COLL_USR_FIRST_NAME 256 Display Only Field

Last Name UD_COLL_USR_LAST_NAME 256 Display Only Field
User Login UD_COLL_USR_USER_LOGIN 256 Display Only Field
Email ID UD_COLL_USR_EMAIL 256 Display Only Field

End Date UD_COLL_USR_END_DATE 256 Display Only Field
Collections User Group UD_COLL_USR_COLL_USER_GROUP |20 LookUpField

The Collections Server Instance field is used to specify the type of server for the
IT resource. This field will not be visible in the User Details page.

7. Click Create.

A message is displayed stating that the form is created.
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Figure 2-69 Create Form Resource Type - Create

Identity System Administration

Event Management
95 Recondilaton
Policies
[B Approval Policies
Access Polides
[ Attestation Configuration
@&, Password Policy
Configuration
[Z] Form Designer
48% IT Resource

Form Designer X

3] create Form x

New form for Collection User

Resource Type | Collection User Q

* Form Name | CollectionsUserForm

Available form fields
[ Generic Connector
Application Instances
&8 Lockups View v | L Detach
. # Display Name
System Entities
Sy User 1 Collections Server Instance
2 FirstName
& Organization
3 LastName
‘3-? Role 4 User Login
[ Catalog 5 Emailld
System Management 6 EndDate
[i@ Scheduler 7 Collections User Group
4
L Notification

4% System Configuration
[£53 Manage Connector
1y Import

|3 Export

=]

©

Name:
UD_COLL_USR_COLL_SERVER
UD_COLL_USR_FIRST_NAME
UD_COLL_USR_LAST_NAME
UD_COLL_USR_USER_LOGIN
UD_COLL_USR_EMAIL
UD_COLL_USR_END_DATE
UD_COLL_USR_COLL_USER_GROUP

Description Bulk Update
Callections Server Instance

First Name

Last Name

User Login

Email Id

End Date

Collections User Group

Refresh the Search Results in Form Designer page.

Select the CollectionsUserForm from the results.

Manage CollectionsUserForm page is displayed.

Figure 2-70 Manage Collections User Form

Identity System Administration

Help  Sign Out

Event Management
G Recondiliation
Policies
& Approval Palicies
[ Access Palicies
[ Attestation Confiquration
&, Password Policy
Configuration
[E] Form Designer
4% IT Resource
[ Generic Connector
Application Instances
&8 Lookups

Form Designer %

CollectionsUserForm

Fields  Chid Objects

45 Manage CollectionsUserFor..

.

]

4o Regenerate view | &) Import/Export

Standard Custom
acion~ vew~ B Action ¥ view v # @ B search DisplayLabel [=] +
Display Label Name Display Labe! A% Name Type Description Parent Field
No standard fields are available. Calections Server Instance  UD_COLL_USR_COLL_SERVER Number
Callectons User Group UD_COLL_USR_COLL_USER_GROUP  Lookup <LOOKUP. ORMB.LSER GROLPS >
Email1d UD_COLL_USR_EMAIL Text
End Date UD_COLL_USR_END_DATE Text
First Name UD_COLL_USR_FIRST_NAME Text
Last Name UD_COLL_USR_LAST_NAME Text
Service Account serviceaccount Checkbox
User Lagin UD_COLL_USR_USER_LOGIN Text

System Entities
S User
B, Orgarization
i role
[ catalog
> System Management

I Upgrade

10. If required, you can export the sandbox to store all the changes made in your

sandbox.

11. Publish the sandbox.

2.3.10 Create Application Instance

Application Instance wraps IT resource collection arguments and resource object

collection user. Below is the configuration to create Collections Application Instance:

1.
2.

Login to Oracle Identity System Administration.

In the left pane, under Configuration, click Application Instances. The
Application Instances page is displayed.
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Identity System Administration

Figure 2-71 Creating Application Instance

Event Management Application Instances x
S5 Recondlation
Policies

[& Approval Policies Search
Access Polides

[ Attestation Configuration
., Password Policy

Match @) AllE) Any
Resource Object | Starts with

Display Name | Starts with
Configuration

[=] Form Designer

484 IT Resource

[ Generic Connector
Search Results

'8 Lookups Actions v View v | ofp Create
System Entities

G ser Row Display Name

&R Organization No data to display

& Role

[ Catalog
System Management

[ Scheduler

[\ Notification
4% System Configuration
[ Manage Connector

IT Resource Instance  Starts with

|y Import
|3 Export

Search Application Instances

[=]
[=]
=

Desaription

> Upgrade Columns Hidden 4

Saved Search  Search Appiication Instances [+

Search Reset || Save... Add Figlds =

3. Click Search. The search result is displayed in a tabular format.

If an Auto Generated Application Instance for Resource appears in the search
results, you have to delete it using the steps below. If Auto Generated Application
Instance for Resource does not show in the search results, skip below steps and
move to step 4.

a. Select Auto Generated Application Instance for Resource: Collection User
and IT Resource: Collection Arguments row from the search results.

DORACLE Lentity Syshem Eiminkdration

T Al s J =z bendrzen

« Fawch

Knarh Fealte

P Cipcy havmsr

b n Vim v | spmem g o

Figure 2-72 Creating Application Instance - Search

T
Srarch Apploation staanes

[ s ot ok et b Bt Cobnet Ve bl 2 e Colerne bemard St Gk BB

W b Rk

b. From the Actions menu, select Delete. Alternatively, click Delete on the

toolbar.

A message box is displayed asking for confirmation.
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Figure 2-73 Creating Application Instance - Delete

ORACLE' Identity System Administration

Manage Sandboxes Application Instances.
@ Reconciliation

Accessibilty  Sandboxes Help  Sign Out  xelsyzadm O
Search Application Insta

8
nces
~Search

B, Approval Polices Match

@ A1 any

Resource Object [Starts with [ [
&, Passuword Policy Display Name | Starts with  [=] [
/Confguration IT Resource Instance | Starts with =] |
=] Form Designer

Saved Search | Search Application Instances [¥]

Search | Reset | _Save.. | Addrelds
Search Results
s Acions = View | dp Creste 7 Open [ Deete | @Refresn | [ | [ Detach
|System Management | l

[ [ [ |
49 System Configuration

@, Import

c. Click Delete to confirm. The application instance is soft-deleted in Oracle
Identity Manager.

Figure 2-74 Creating Application Instance - Confirm Delete

Are you sure you want to perform the action: delete for the selected

nce - Application Instance for
Resource: Collection User and IT Resource: Collection Arguments?

A message gets displayed that the application instance got deleted
successfully.

Figure 2-75 Creating Application Instance - Delete Message

ORACLE" Identity System Administration

Accessibility Sandboxes Help  Sign Qut  xelsysadm O
J o Application Instance Auto Generated Application Instance for Resource: Collection User and T Resource: Collection Arguments is deleted
Sytem dminstaton Gl i ey
ZIE;“ Management Search Application Instances
Recondliation

d. Login to Oracle Identity System Administration. In the left pane, click
Scheduler under System Management.
e. A new window opens for Advanced System Administration. Click the System
Management tab, and then click Scheduler tab.
f.

Click the search icon next to the Search Scheduled Jobs field.
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Figure 2-76 Creating Application Instance - System Management Tab

ORACLE' Identity System Administration

Event Management Policies

| coicoion

Search Scheduled Jobs

System Configuration

Advanced Search

Actions v View v | #
Mo search conducted.

H

System Management

Welcome

Welcome to Identity System Admii

Event Management

[&] Sesrch Recandiation Events

Policies.

[&] search Approval Polies

System Management
[&] search Scheduled Jobs
[&] Search Notification Templates
[@] Search System Properties

A list of all predefined scheduled jobs is displayed.

istration

Figure 2-77 Creating Application Instance - Predefined Scheduled Jobs

ORACLE’ Identity System Administration

Event Management Policies

[ nctcaon

Search Scheduled Jobs

System Configuration

£

Advanced Search

Adtions ~ View v | 7 2 &=

Job Name

System Management

|status

Application Instance Post Delete Processing Job
Attestation Grace Period Expiry Checker
Automated Retry of Failed Async Task
Automatically Unlock User

Bulk Load Archival Job

Bulk Load Post Process

Catalog Synchronization Job

DataCollection Schedule Job

Delayed Delete User

Disable/Delete User After End Date

Enable User After Start Date

Entitlement Assignments

Entitlement List

Entitlement Post Delete Processing Job

Evaluate User Policies

Fusion Applications Role Catagory Seeding

Get SOD Check Results Approval

Get 50D Check Resuits Provisioning

Inftiate Attestation Processes

Issue Audit Messages Task

Jab History Archival

LDAP Role Create and Update Full Reconciliation
LDAP Role Create and Update Reconciliation
LDAP Role Delete Full Recondiliation

LDAP Role Delete Recondiliation

LDAP Role Hierarchy Full Recondiliation

LDAP Role Hierarchy Recondiiiation

LDAP Role Membership Full Recondiliation

LDAP Role Membership Recondiliation

LDAP User Create and Update Full Reconliation
LDAP User Create and Update Reconciliation
LDAP User Delete Full Reconciliation

LDAP User Delete Reconciliation

LDAPSYNC Post Enable Provision Role Hierarchy to LDAP
LDAPSync Post Enable Provision Role Memberships to LDAP
LDAPSyne Post Enable Provision Roles to LDAP
LDAPSync Post Enable Provision Users to LDAP
Non Scheduled Batch Recon

Stopped -
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped L
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped
Stopped

Stopped ;I

‘Welcome

Welcome to Identity System Administration

Event Management

[&] search Reconailiation Events

Policies

ﬁ [&] search Approval Policies

System Management
[&] search Scheduled Jobs
[& search Notification Templates
[&] Search System Properties

Help O

g. Select Application Instance Post Delete Processing Job from the list.

h. Run the Application Instance Post Delete Processing Job scheduled job using
the Delete Mode. For this, enter Mode as Delete in Job Details page.

Configuration 2-43



OIM Configuration

Note: Using the Delete mode hard-deletes the accounts from all
provisioning tasks and targets, and subsequently from Oracle Identity
Manager.

Figure 2-78 Creating Application Instance - Mode Selection (Delete)

ORACLE’ Identity System Administration

Event Management System Management
Y | oot | e Congurton

Help O

Search Scheduled Jobs Job Details =
= Job Details : Application Instance Post Delete Processing Job
Advanced Search o oy
Apply | Run Now Disable| Refrash|
Adtions ~ View~ | 2 R T
s Job Information
cation Instance Post Delete Processing Job = | Job Name  Application Instance Post Delete Procesing Job ® Periodic
itation Grace Period Expiry Checker Task Application Instance Post Delete Processing Task & cron
mated Retry of Failed Async Task * Retries 5 schedleTP= o cingie
matically Unlock User - sing
Load Archival Job ® Mo pre-defined schedule
Load Post Process e
log Synchronization Job
oo et ot Current Status Stopped
w:d ;e:“&’t‘e S:r el Last Run Start September 17, 2013 6:17:55 PM IST
e E T Last Run End September 17, 2013 6:17:56 PM IST
le User After Start Date [ St Ao
lement Assignments Parameters
fement List * application Instance Name | ALL
lement Post Delete Processing Job
sate User Policies Batch Size 500
»n Apglications Role Category Seeding [* Mode | Delete
50D Check Results Approval - - —— -
T Job History [Possible values are Revoke'/ Delete'/ Decommission’ |

Ite Attestation Processes
: Audit Messages Task

; Actions v View - | Show emor details

History Archival

b Role Create 2nd Update Full Reconciliatio Start Time |End Time |30b status Execution Status
> Role Create and Update Recondiiation September 17, 20... September 17, 20... Stopped Success

> Role Delete Full Reconciliation

? Role Delete Reconiliation =
> Role Hierarchy Full Recondiliation

> Role Hierarchy Reconciliation

» Role Membership Full Recondiliation

> Role Membership Recondliation

> User Create and Update Full Recondiliatio
> User Create and Update Recondiliation

> User Delete Full Reconciliation

> User Delete Recongiliation

>sync Post Enable Provision Rele Hierarchy
’Sync Post Enable Frovision Role Memberst
>Sync Post Enable Provision Reles to LDAP

»sync Post Enabla Provision Users to LDAP
EY B o

Rows Selected 1 » ﬂ

. Click Refresh to check the Job Status.
. Change the value of mode back to 'Revoke’.

k. Click Apply.
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Figure 2-79 Creating Application Instance - Mode Selection (Revoke)
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Job Status

= Application Instance Name | ALL
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Get 50D Check Results Provisioning Job History
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Issue Audit Messages Task

Actions v View v | Show emor details

Job History Archival

LDAP Role Create and Update Full Reconci Start Time |End Time |30b Status Execution Status
LDAP Role Create and Update Reconciliatic September 17, 20... September 17, 20... Stopped Success

LDAP Role Delete Full Recondiliation

LDAP Role Delete Recondiliation L
LDAP Role Hierarchy Full Reconiliation
LDAP Role Hierarchy Recondiliation

LDAP Role Membership Full Reconciliation
LDAP Role Membership Recondiliation
LDAP User Create and Update Full Recondi
LDAP User Create and Update Recongiliatic
LDAP User Delete Full Reconciliation

LDAP User Delete Reconciliation
LDAPSync Post Enable Provision Role Hierc
LDAPSync Post Enable Provision Role Mem
LDAPSync Post Enable Provision Roles to L

LDAPSync Post Enable Provision Users to
o e =

Rows Selected 1 »

=

. Run the Catalog Synchronization Job scheduled job.

To do this, select Catalog Synchronization Job from the Search scheduled
tasks list.

m. Click Run Now from the Job Details page.
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Figure 2-80 Creating Application Instance - Catalog Synchronization

ORACLE' Identity System Administration Hep O

Event Management [ S B System Management
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LDAP Role Delete . Stopped
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Actions ~  View ~ Show error details

LDAP Role Member... Stapped Start Time |End Time |30b Status Execution Status
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LDAP User Delete ... Stopped March 20, 2014 1:... March 20, 2014 1:... Stopped Success
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Rows Selected 1

[,

This scheduled job identifies the soft-deleted application instances, and
removes them from the catalog list.

4. Click Create on the toolbar. The Create Application Instance page is displayed.

Figure 2-81 Creating Application Instance - Create

Identity System Administration

Event d * &

95 Recondiliaton

Search Application Instances

Policies
B Approval Policies Search Saved Search  Search Application Instances [
Access Polides
[ Attestation Configuration
&, Password Policy

Match @ Al Any
Resource Object | Starts with

Display Name  Starts with
Configuration

[Z] Form Designer
1 Remmrce Search || Reset | Save. AddFields +
[ Generic Connector

Application Instances Search Results
@8 Lockups Actions ¥ View ¥
System Entities

U

& User Row Display Name Description Resource Object IT Resource Instance
& Organization Mo data to display

& role

[ Catalog
System Management

[ Scheduler

L\ Notification

4% System Configuration

[ Manage Connector

IT Resource Instance  Starts with

[EE

|7 Open 8¢ Dekte §iRefresh [ fiDetach

1y Import
|3y Export

» Upgrade Columns Hidden 4
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Figure 2-82 Creating Application Instance - Attributes Tab

Identity System Administration

Event Management Application Instances X | Create App Instance X &
Recondiiaton .

% Create Application Instance

Policies

B Approval Policies Attributes;

Access Polides *Required Field | Save || Cancel

[ Attestation Configuration
& Password Policy

Configuration

* Name
[Z] Form Designer
48% IT Resource * Display Name
[ Generic Connector Description
Application Instances
@8 Lockups
System Entities
Gy User Disconnected [
or i .
& organizaton * Resource Object Q,
& role
[ Catalog * IT Resource Instance Q,
System Management Form 7
[i@ Scheduler
Notification f Parent Applnstance

4% System Configuration
[ Manage Connector
1 Import
|3 Export

I Upgrade

5. Specify following values:
Name: Collections
Display Name: Collections
Description: Collections application instance
Resource Object: Collection User (click search icon to search)
IT Resource Instance: Collection Arguments (click search icon to search)

Form: CollectionsUserForm

Note: The form attached to the application instance is created in
section Chapter 2.3.9, "Create Form Associated with Application
Instance".

6. Click Save.

Configuration 2-47



OIM Configuration

Figure 2-83 Creating Application Instance - Save

Identity System Administration ity Signout xe

Event Management Application Instances X | Create App Instance X i
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&8 Organizaton * Resource Object] Callection User Q
i role
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[@ Scheduler
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Figure 2-84 Creating Application Instance - Created Successfully

Identity System Administration y Sa Help  Sign Out

Event icati x &

S Recondiliation

Search Application Instances

Policies

B Approval Polices Search Saved Search  Search Appiication Instances [
Access Polices

[ Attestation Configuration
&, Password Policy
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Display Name | Starts with =]
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] Form Designer ITResource Instance | Sterts with [
£ TResoucs Search || Reset | [ Save.. || AddFiclls ~
[/ Generic Connector
Application Instances Search Results
&8 Lookups Actions v View > e Create 7 Open
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G user Row Display Name Description Resource Object IT Resource Instance
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& role
L) catalog
System Management
[@ Scheduler
[\ Notification
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[E3 Manage Connector
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1) Import
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> Upgrade Columns Hidden 4

2.3.11 Security Configuration

Relevant client security policy must be configured mapping to service policy.

Default service policy configured for Collections User Provisioning is 'oracle/wss_
saml_or_username_token_service_policy'. Below configuration is required to
configure client security policy.

Note: Current implementation is tested with 'oracle/wss_username_
token_client_policy' client security policy.
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1. You must enable security flag to true in IT Resource Collections Arguments
(isSecurityEnabled = true). If isSecurityEnabled flag is false then security policies
are not applied.

2. Provide relevant client side policy name in IT Resource Collections Arguments
(securityPolicy = oracle/wss_username_token_client_policy).

3. Required properties for policy are to be provided in the form of key-value pair in
Lookup.

Create lookup LOOKUP.COLL.SECURITY.PARAMS and add properties in Code
and meaning fields. Configured Lookup name must be provided in IT Resource
Collections Arguments (securityParamLookup =
LOOKUP.COLL.SECURITY.PARAMS).

Meaning: oracle.wsm.csf-key

Code: obp-collections

Figure 2-85 Create Lookup Type

Edit Lookup Type

* Meaning | LOOKLUP.COLL.SECURITY PARAMS Description
Code LOOKUR,COLL.SECURITY.PARAMS

Lookup Codes

View - 38 | EfiDetach
* Meaning [* Code | Enabled |Sequence Description
oracle.wsm.csf+ke || obp-collections

Save Cancel

Further configured key value pair would be added programmatically in
BindingProvider Request Context.

4. User credentials must be stored in the Weblogic Credential Store for oracle/wss_
username_token_client_policy client policy.

= Login to weblogic domain Enterprise Manager where OIM is deployed
http:/ / <host>:<port>/em/.

= Navigate to Farm_OIMDomain > Weblogic Domain > OIMDomain.
= Right click to open Security > Credentials.
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Figure 2-86 Farm_OIM Domain
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Metadata Repositories G omservert [Bloim(11.1.2.0.0) 1+ ofs310654in.orach
) [ Metadata Repositories
IDBC Data Sources Security Provider Configuration & oim_serverl
System MBean Browser b om_servert [2]mds-owsm ofss310654.n.orach
Applcation Polices G omservert [S]mdss0a ofss310654.in.orach
] Weblogic Server Administration Console Application Roles [ oim_serverl ) 3 User Messaging Service
o) gim._servert [S]usermessagingdriver-email (soa_server1) & ofes310654.in.orach
- usermessagingserver (soa_server 1] ofss310654.in.orach
General Information System Palicies G soaserver & e = ! @
™ ) & s0a_serverl
5 @30 Audit Policy
= EFsoa-infra T soa_serverl El Farm Resource Center (22
Audit Store -
= (@ defauit T Before You Begin
off2 AutoApproval [1.0] & (@) Introduction to Oracle Fusion Middieware
o[ BenefidaryManagerApproval [1.0] (8} (@) understanding key Orade Fusion Middieware Farm Concepts
off2 DefaultOperationalapproval [1.0] I8} (@) overview of Oracle Fusion Middleware Administration Tools
o[ DefauitRequestapproval [1.0] & Typical Administration Tasks
W oefautmcleaproval [L0] & (2) Getting Started Using Oracie Enterprise Manager Fusion Middieware Contral
ol OefauliSO0 1 [1‘u1 & (2) Navigating Within Fusion Middeware Control
efaul roval [1. E
= ted';p o 1] 8 (2) Starting and Stopping Oracle Fusion Middeware
g DisconnectzdProvisining [1. (2) Deploying an Applcation Using Fusion Middiewzre Control
off OMACGRoleAssignSODChedk [1.0] O Other Resources
ol RequesterManagerApproval [1.0] & ) Orade Fusion Middleware Resources on the Web
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5. Create key under oracle.wsm.security node named obp-collections as shown
below. Provide system user (OIMOBPCOLL) and password as created above.
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Figure 2-87 OIM Domain - Create Key

ORACLE Enterprise Manager 11g Fusion Middleware Control

EéFamy | g4 Topology
B~
2 G4 Farm_OmMDomain
# [ Application Deployments
® (3 soa
= [ webLogic Domain
= il 'loIMDomain
&l Adminserver
&l oim_servert
&l soa_server1
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OIMDomain @
=il WebLogic Domain v

Credentials

Setp+ Helpw LogOu

Logged in as weblogi
Page Refreshed Sep 25, 2013 10:16:00 AM 15T 0|

A credential store is the repository of security data that certify the authority of entities used by Java 2, J26E, and ADF applications. Applications can use the Credential Store, a single, consolidated service
provider to store and manage their credentials securely.

& Credential Store Provider

o CreateMap e Create Key # Edit... 3R Delete... Credential Key Name:

®
Credental Type Description
& [ JADF
) []BPM-CRYFTO
& Joim
= jorade wsm.security
@ sign<csfxey password Signing key
@ basic.edentiab —
@ enccsfkey
@ keystore-csfkey
@ Notification.Proviq SE‘E[: ::D orade.wsm.searty [=]
@ recpient-aliaskey ¥ obp-colections
& (*1OVD_oim Type | Password [=]
* User Name | oimobpcoll
* Password
* Confirm Password
Description
OK || Cancel
Note: Service policies are configured in

OBPSecurityAnnotations.properties. Collections User Provisioning
service policy is configured by adding below entry in the properties

file:

com.ofss.fc.app.collection.service.userprovisioning.ORMBUser
ProvisioningApplicationService=oracle/wss_saml_or_username_
token_service_policy

Further this configuration would be read in OBP programmatically and 'oracle/wss_
saml_or_username_token_service_policy' policy would be attached to

‘com.ofss.fc.app.collection.service.userprovisioning. ORMBUserProvisioningApplic
ationService' service.

2.4 OBP-Collections Configuration

OBP Collections provides feature configuration C1-USRPROV to specify default
values of the following:

Default User Group: Default Collections User Group. It is used by system only;
user should not add it manually. See the OBP Collections Day Zero Setup guide to

get configured default user group.

User Display Profile: Display profile value for OBP Collection User, configure as
per your environment.

User Expiry Date: Default value of User expiry date. If expiry date is not provided
this value is used. It should be in format YYYY-MM-dd.
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Note: Feature Configuration can be updated using native OBP
Collections admin screens.

Figure 2-88 Collections Configuration

@ Feature Canfiguration - Windows Internet Explorer &_ - ‘ (=TI
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Type -
Comment
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1
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Item Delete r

Account Identification Type-Add
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User Fields and Constraints

This chapter provides information on the user provisioning fields and related
constraints.

3.1 User Fields Provisioned From OIM

You must follow the constraints (listed in the table below) to provision user to OBP
Collections irrespective of the constraints in OIM.

Irrespective of the field length allowed in OIM, you should restrict the field length to
the specified values (in table below) for successful provisioning of user data. In case, if
field length exceeds the specified limit, then data would be truncated and stored in
OBP Collections.

The following table lists OBP Collections User fields (provisioned from OIM) and its
constraints.

Table 3—-1 OBP Collections User Fields

expiry date.

Field Name in Mandatory | Modifiable

Field Name in OIM ORMB Length (Y/N) (Y/N) Comments

User Login User Id 255 Y N You can modify this field
name.

First Name First Name 50 Y Y Users First Name

Last Name Last Name 50 Y Y Users Last Name

Email Email Address | 70 Y Y Users Email address

Collections User Group | User Group 20 N Y Collections User Group
represents User Group in
OBP Collections.
For every User, default User
Group is populated in OBP
Collections.

End Date Date N Y User's Log in

User Fields and Constraints  3-1
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Note: User creation from Native Collections is primarily
discouraged. But in case of any failure in provisioning through OIM
you can create or update the users through Native Collections screen.
Below are the constraints to be followed when user is to be created
through Native Collections:

»  Collections does not support User login in lowercase. User Login
must be entered in uppercase only. (Same should be taken into
account while creating user through OID or OIM.)

= Only system admin users will have access to create or modify
users via Native Collections screen.

Figure 3—1 Create User - Mandatory and Optional Attributes

Identity Self Service Accessbiity Sandboxes Customize Help SignOut e
55 Home g Users x| (@ Create User x )
[ Inbox Create User Submit || Cancel || Save as Draft
My Profile Justification and Effective Date
& My Information
Justification
& My Access
P
Requests Effective Date [0
(D Catalog
@8 Track Requests
[8) Pending Attestations Basic Information
Administration [ Frstrame Manager Q
& Users Middle Name & Organization Q,
@i Roles *Last Name
[g Role Categories ,_E_ma“
&R Organizations
[E5] Attestation Dashboard Account Settings
2 Onen Tasks [usertogn
Passnord
Confirm Passnord
Account Effective Dates
M startDate 63}

Callections mandatory atiributes |

Provisioning Dates

G
Provisianing Date %y Collections optional attriibute I
Deprovisioning Date 23

Contact Information

Telephone Number Postal Address
Home Phone Postal Code
Fax PO Box
Mabile State
Pager Street
Home Postal Address Country
Preferences
T —
Timezone
Other Attributes
Commeon Name Lacality Name
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Functional Flow

This chapter provides information on user provisioning activities.

4.1 Add Users in Collections

To add a user in OBP Collections, follow the steps:
1. Login to Oracle Identity Self Service.

Figure 4-1 Oracle Identity Self Service Login Screen

Identity Self Service Hep  Aboutorade O

sign In
Sign in with your account

User ID
Password

Sign In

Forgot User Login?  Forgot Password?

New User Registration
Track My Registration

opyright © 2001, 2013, Orade andjor its affiiates. Allrights reserved J

2. In the left pane, under Administration, click Users.

The Users page is displayed.
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Figure 4-2 OID User Screen

Identity Self Service

E5 Home
[# Inbox
My Profile
& My Information
. My Access
Requests
L) catalog
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Administration
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& Organizations
[25) Attestation Dashboard
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&g Users x
Search Users

Search
Match @ Al
User Login
First Name
Last Name

Identity Status
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Start Date
End Date

Display Name
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Emal  Starts with [=]

Search Results

Actions  View v i Refresh

Row Display Name User Login

No data to display

3.

[=] Account Status

Organization

Bl ficetach

First Name

Figure 4-3 Create User Screen

Identity Self Service

Last Name

Saved Search  Search User =]

Equals [=] )
Equals [=] )
Stertswith [
Equals [+ [+
Equals [+ Q,
Search || Reset || Save.. || AddFicids ~
Telephone
Organization Number E-mail Identity Status Account Status

Click Create on the toolbar to display the Create User page.

E5| Home

[ Inbox
My Profile

& My Information

@2 My Access
Requests

[ catalog

@8 Tradk Requests

Pending Attestations
Administration

g Users

& Roles

(3 Role Categories

&R Organizations

[E2] Attestation Dashboard
[ Open Tasks

fgusers x| @ Create User x

Create User

Justification and Effective Date

Justification

Effective Date [£:3

Basic Information
First Name

Middle Name

* Last Name

E-mail

Account Settings
User Login
Password

Confirm Password

Account Effective Dates
Start Date

End Date

Provisioning Dates
Provisioning Date

Deprovisianing Date

‘Contact Information
Telephone Number
Home Phone
Fax
Mobile
Pager
Home Postal Address
preferences
Locale

Timezone

4,

Manager
* Organization
* User Type

Display Name

Postal Address
Postal Code
PO Box

State

Street

Country

First Name: Harry

Last Name: Potter

Submit || Cancel || SaveasDraft | =

[=]

m

In the Create User screen, specify the following values. For example:

Email: harry.potter@oracle.com

Organization: Requests (required for OIM)

User Type: Employee (required for OIM)
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User Login: HARRYPOTTER
Password: **sets
Confirm Password: ***#+*

End Date: Oct 30, 2014

Figure 4-4 Search and Select Organization

Search and Seleck: Organization =

~|Search Advanced

Match @ Al Any

Organization Mame

Type [l
Organization Status |E|

Parent Organization Name

Search | Reszet |

|Drganizatiu:nn Mame Type
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I Requests System
1 1 3

Ok Cancel
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Figure 4-5 Create User

Identity Self Service e Sgnout

55 Home Byuses®x | @ Createuser x 1]
[&) Inbox Create User Cancel = saveasDraft |~
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& My Information

Justification
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[ Catalog Effective Date [
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[ Role Categories *Last Name Potter * User Type | Employee [=]

B, Organizations E-mail harry.potter @orade. com Display Name | Harry Potter

[£2] Attestation Dashboard
Open Tasks Account Settings
User Login HARRYPOTTER

m

Password ssssse @

* Confirm Password  sssses

Account Effective Dates

Start Date [
EndDate 10/30/2014 By |

Provisioning Dates

Pravisioning Date [E)
Deprovisioning Date [

Contact Information

Telephone Number Postal Address

Home Phone Postal Code

Fax PO Box

Mobile State

Pager Strest

Home Postal Address Country
Preferences

Locale [+

5. Click Submit to save user details in OID.

Once user data is saved successfully, the Attributes screen appears. A
confirmation message appears to confirm that user is successfully added to OID.

Note: Successful user creation in OID does not guarantee that the
user is provisioned to Collections.
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Figure 4-6 User Created

Identity Self Service v Help  Sign Out

= Home & Users x| @ User Details : Harry Pott... x &
B tnbox & Harry Potter
My Profile & Modify User <7 @ Disable User 3¢ Delete User {3} Lock Account 7y T2 Reset Password

§ My Information K

B My Access Attributes; Roles  Entiements | Accounts | DirectReports | Organizations  Admin Roles
Requests @ Refresh
QD catalog Basic Information

@8 Track Requests First Name Harry Organization Requests

Pending Attestations Middie Name User Type Employee
Administration LastName Potter Account Status Unlocked

o Users Xellerate Type false User Login HARRYPOTTER

i Roles Emal harry.potter @orade.com Identity Status  Active

53 Role Categories Manager Display Mame Harry Potter

&3 Organizations Account Effective Dates

[Z5] Attestation Dashboard Start Date

[ Open Tasks End Date 10/30/2014

Provisioning Dates
Provisioning Date

Deprovisianing Date

Contact Information

Telephone Number Postal Address

Home Phone PO Box

Fax Street

Mobile State

Pager Fostal Code

Home Postal Address Country

Preferences
Locale
Timezone
Other Attributes

Common Name  Harry Potter
Initizls
Department Number
Employee Number

Hire Date
Title
Locality Name

Generation Qualifier

OIM Schedule job Evaluate User Polices ran at scheduled interval. Access policy is
applied and Process Task Create User of Process Definition Collections User
Provisioning is triggered to provision user in Collections. If user data is
successfully validated then user would be added to Collections.

6. Search added User and browse to Accounts tab. In the Browse tab, if the Resource
Name is Collections User and Status is Provisioned then user is successfully
added to OBP Collections.

Figure 4-7 Verifying User name

Identity Self Service y Sa Help  Sign Out
= Home & Users x| & User Details : Harry Pott.. x &
() tnbox & Harry Potter
Hy Profile & Modify User <7 (@ Disable User 3@ Delete User (8} Lock Account 7 T Reset Password
& My Information
B My Access Attributes | Roles | Entitements  Accounts | DirectReports | Organizations | Admin Roles

Requests Newly added resaurces il not appear untl the following table is refreshed. -

(@ Catalog Actions = View v Request Accounts Jurce Histary B et

@8 Track Requests

Pending Attestations Row Appication Instance Resource Account Name Provisioned On Statu Account Type Request ID
pmitoaton 1 Ctectns Colecton 22 e sor 5, 18 E—

& Users

i roles

[ Role Categories

&R, Orgarizations

[25) Attestation Dashboard
[ Open Tasks

For more information, see Chapter 5.2, "Verify Users in Native Collections".
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7.

In the Accounts tab, click each account to view a summary of the account.

Figure 4-8 View Account Summary

Identity Self Service

& Harry Potter

Gausers = B User Details : Harry Patt.. % F]

tements

@) Dmabe vy 3 Delete Uver Igy e o

r e auest Lottemen Qoube @t e
Resour Account Name Frovsoned On Stns Account Type Request D
Collection Liser 1 Aprl 3, 2014 Provisioned Primary

Colections Detall Information

Detaits

The fields and values displayed in Detail Information of the account are as below:

First Name: Harry

Last Name: Potter

User Login: HARRYPOTTER
Email Id: harry.potter@oracle.com
End Date: 2014-05-30

Collections User Group: (Blank)

Service Account: (Disabled)

Note: Service accounts are general administrator accounts that are
used for maintenance purposes. It differs from a regular account by a
flag. This flag is set by the user requesting the resource, or by the
administrator directly provisioning the resource. Since this feature is
not used currently, this checkbox will be disabled on the User Details

page.

To add a user group, select the account for which you want to add the User Group.

From the Actions menu, select Modify. Alternatively, click Modify Accounts on
the toolbar.

The Modify Account page is displayed.
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10. Select the required group from the Collections User Group lookup (for example,
C1_BSERVICES) and submit the request from the Catalog page (Modify Account
page). For this, select the required group from the Search and Select: Collections
User Group pop up and click Ok.

Figure 4-9 Modifying Account

Identity Self Service

] Home ByUsers | @ User Detads : HARRYPOTT.. % () Modify Acxount &
B Imbox Maodify Account Submit _mﬂ
A My Profie
§ My informaten A B Torget Users 4 5 adustiication and (ffective Date
[T im @ Rasbifcaton
HARRY POTTER
‘ ) Catsing Effuctive Date iy
cat
8 Tk Recuests A Cart Ttems.
[ Pending Artestatons = _Ceplay Name: -
 administration il & secoane Wicmove (Dociols 7 ot Ready tosbmit
Byueens 4 Ldit Account details | Ready to submit
Groer Frsthome Harry Colinctiorss Lner Greags @
L Ruote Canegories Lasthiame Polter
o Organzations. User Login HARRYROTTER
[ Artessaton Dashboard Emad i harry.patter Goracie.com
Iy Oen Taesies EndDate 2014103

Figure 4-10 Selecting Collections User Group

Search and Select: Callections User Group

A search

M

e

LI

11. Click Ready to Submit and Submit, respectively to submit the request.
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Figure 4-11 Submitting Request

Identity Self Service

I Home S vsers x| B User Detals : HARRY POTT... x| 2] Modify Account x = :
B inbox Modify Account ——
myprofle B Target Users -

Justication and Uifective Date
5 ame

1 HARKY POTTER 0]
Requests

Cart Items
¥ Duglay Narme
1| & seecolecwrs

Suntus
Maemove (Poeals oF Ready 1o sbent
Elit Accaunt dedaity

Alaady 5 submt

ay |

12. Go back to Accounts tab in User Details page and refresh the resources table.

Click the required account's row to view the latest changes in the Detail
Information section.

Figure 4-12 Viewing Updated User Details

Identity Self Service

B Home Hpueesx @ ser Details : Harry Pott x )

& Marry Potter

& ModfyUser (@) Dusable User 3 Delete User ) Lo I3 Feset Passwon

Arvounts et

Requests Mewly sdded
actions = View = [ Request A [ Riequest Enstiement @ Dsable ) Refresh »»
Riow Apokcaton stance Resource Account Name Provesioned 0n Stats Account Type Request ID
1 Collectons Callecton User k. ford 3, 2014 Provisioned Primary

13. To view status of all User provisioning tasks, navigate to Open Tasks and search
for Collections Application Instance. All failed Collections provisioning task will
be shown (Task Status = Rejected) and successful task are not shown.
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Figure 4-13 Viewing User Provisioning Tasks

Identity Self Service

 Homar Qguess x| § user Detas ey ot % () Provisinieg * &
() Dwbox Provisioning Tasks

My Profile Search Rests

Saarch Saved Search | Search Open Tasks [«

Sesrch | Meset | Save..
Search

Search Results

Ackorn = View =

a et = Pareresn B Bfoens

Farw Tk hame Task Status Applcation retarce Bereficary Frd Ausgnes Reguest [0 Account hame

i clata to deplay

If task status is Rejected then check all mandatory attributes required for
Collections User Provisioning are populated. For more information, see Chapter 3,
"User Fields and Constraints"

Open the Rejected task in Provisioning Tasks page to check the cause of failure
while creating the user.

Below are the response codes and descriptions shown in the Task Details page for
a Rejected Create User task:

Table 4-1 Response Codes for a Rejected Create User Task

S. No. | Scenario Response Response Description
1 User already exists in | COLL_DUPLICATE_USR User creation failed. User with the given "User
Collections but not in Login’ already exists in Collections. Please provide
OIM/OID a unique User Login Id. If the issue persists,
contact the system administrator.
2 First Name is missing | COLL_FIRST_NAME_ User creation failed. Please enter the mandatory
MISSING field "First Name'. If the issue persists, contact the
system administrator.
3 Last Name is missing | COLL_LAST_NAME_ User creation failed. Please enter the mandatory
MISSING field ‘Last Name’'. If the issue persists, contact the
system administrator.
4 Email Id is missing COLL_EMAIL_ID_ User creation failed. Please enter the mandatory
MISSING field "E-mail’. If the issue persists, contact the

system administrator.

For example, if the First Name is missing while creating user, task details will
appear as below for that Create User task.
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Figure 4-14 Task Details

| Task Details - Google Chrome | == |
| AdWebApp/OpenTasks.do?method=loadTaskDetails&entityKey=303&aobjName=C

Task Name - Create User

Resource Mame: Collection User
Description:

Role: SYSTEM ADMIMISTRATORS
Status: ¥ Rejected

Response: COLL_FIRST_NAME_MISSING

Response  User creation failed. Please enter the mandatory field First
Description: Name™, If the issue persists, contact the system administrator.

Notes:

Assigned . &R SYSTEM ADMINISTRATORS[SYSTEM
to ADMINISTRATORS]

|| Error Details

Schedule Detail
Projected Start: *;F'znl 2'{14 Projected End:
Actual Start: ;\pzr Actual End:
- Apr
Last Update: 5197
Set Response Add Notes Reassign Task Assignment History

If mandatory attributes are missing, populate them and resubmit the request.
Check Resource status in Accounts tab, if status is Provisioned, then user
details are successfully provisioned to Collections. Further, user can mark that
Provisioning task as Manual Complete to remove task from rejected list.

If all mandatory attributes are present and still provisioning task statuses is
Rejected, then contact your administrator. Administrator can check log files
and resolve problem. Further User can Retry provisioning task.

14. Alternate Flow:

Populated Mandatory Fields only: See Chapter 3, "User Fields and
Constraints"

- All required fields are populated with valid data.
- User will be successfully added to Collections.

— See Step 6 to validate successful addition of user.
Collections User Group not added:

- All fields are populated with valid data, except Collections User Group is
not added.

- User will be successfully added to Collections with default User Group
(default access is provided).
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- See Chapter 5.2, "Verify Users in Native Collections'"to validate successful
addition of user.

»  Fields constraints are Violated: See Chapter 3, "User Fields and Constraints".

a. Mandatory fields missing or fields length is not valid or incorrect email
format data is populated.

See Chapter 3, "User Fields and Constraints" for complete list of fields and
its constraints.

b. Click Save.

Some of the fields that have client side validation would be highlighted
with error on Create User screen. Note that only some validations belong
to client side.

c. After rectifying validations errors, click Save.

Only client side errors are resolved and some of the fields may still violate
constraints.

d. After Evaluate User Polices job run is completed, check the status of user
provisioning to Collections, locate Accounts tab. If the Resource Name is
Collection User and the Status is Provide Information, then user is not
provisioned to Collections.

Figure 4-15 Status of User Provisioning to Collections

Identity Self Service

8 Home JyUses X & User Details : Harry Pott... X i)
[ Inbox & Harry Potter

My Profile & Modify User <7 (@ Disable User 3@ Delete User (3} Lock Account 7 3 Reset Password

@ My Information

@& My Access Atrbutes | Roles | Entifements  Accounts | DrrectReports | Organizations | Admin Roles

Requests Newly added resources nil not appear unti the following table is refreshed. -

(D Catzlog Actions ¥ View Request Accounts Request Entitiement T Refresh B Resourcetistory i8] i Detach

@8 Track Requests

Pending Attestations Row Application Instance Resource Account Name Provisioned On Status Actount Type Request ID
Administration 1 Collections Collection User 123 April 3, 2014 Provide Information Primary

& Users

i Roles

[ Role Categories

B, Organizations

[25] Attestation Dashboard
[ Open Tasks

e. Also, check open provisioning tasks. Create User task status would be
Rejected for user whose details need to be provisioned.
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Figure 4-16 Open Provisioning Tasks

Identity Self Service

Home

[ Inbox
A My Profile

§ My Information

& My Access
ARequests

() Catalog

@8 Track Requests

[ Pending Attestations

Provisioning X

Provisioning Tasks

Search Results
A Search
Match @ All ) Any
Task Name
Task Status

Application Instance

Saved Search  Search Open Tasks [+

A Administration

Pt =e=del
(i Roles Search
[ Role Categories Search Results
& Organizations Actions = View v [30pen [g} ViewForm [ EditForm  [ghManual Complete  BF SetResponse [ Reassign Retry [ Refresh i Dewch
[£2] Attestation Dashboard
[T Open Tasks Row Task Name Task Status  Application Instance  Beneficiary Date Assigned Assgnee  RequestID AccountName

| 1 Create User Rejected Collections. HARRYPOTTER. 20140404 XELSYSADM 3

Rows Selected 1

f.  Modify user details to make it valid. See Chapter 3, "User Fields and
Constraints".

g. Click Submit. If all fields are valid, user would be provisioned to
Collections.

Note: If the field length exceeds specified limit then it would be
truncated and saved in OBP Collections.

h. See Step g to validate successful addition of user. If the user details are
successfully provisioned then mark Create User provisioning task of user
as Manually Complete to remove entry from rejected task status list.

Figure 4-17 Manual Completion - Create User Provisioning Task

& Warning

‘Confirm Manually Complete

Are you sure you want to manually complete task Create User?
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s Duplicate User Login/Email Not Allowed:
— Duplicate User Login Id and Email is not allowed.
— If user tries to add duplicate user login error will be displayed.

s User is expired on addition (When End Date is less than or equal to Current
Date):

- Allfields are populated with valid data. End date is populated with less
than or equal to current date/today's date.

- Since the user is already expired, it is not provisioned to Collections and
there is no Status available in Resource tab.

— There is no way to bring the user to Collections (even by modifying end
date to greater than current date). As the expired user is considered in
delete state.

— If there is a need to activate the user again, delete the earlier user details
and add the user with end date > current date.

4.2 Modify Users in Collections
Once user is added, it can be modified. Following are the modifiable fields:
s First Name
s Last Name
»  Collections User Group
s Email
= End Date

You can search and modify the user. You can search for the user from Search Users
panel and then click the searched user data to view its detail.

Figure 4-18 Searching User

Identity Self Service

= Home & users x &
[ Inbox Search Users
My Profile
& My Information Search Saved Search  SearchUser [
(s My Access Match @ Al© Any
Requests User Login  Starts with [=] StartDate Equals [=] [E2)
([ Catalog FirstlName  Starts with [=] EndDate Equals [=] &y
@8 Track Requests LastName  Starts with [=] Display Name  Starts with [=]
Pending Attestations Identity Status  Equals [~ [+ Account Status  Equals [~ [=]
Administration Emal  Starts with =] Organizaton  Equals [~ Q
S Users
88 Roles Search || Reset || Save... | AddFields -
(3 Role Categories search Results
& Organizations Actons v View v  (pCreate ZEdt </ Encble (@ Dissble 3QDelete (B Lock Account i Unlock Account Ty ResetPassword (g Refresh [ i Detach
[Z] Attestation Dashboard
(3] Open Tasks
Telephone _ )
Row Display Name User Login First Name Last Name Organization Ny Emal Identity Status  Account Status
1 Harry Potter HARRYPOTTER Harry Potter Requests harry.potter @orade.com  Active Unlocked
2 Internal User GIMINTERNAL GIMINTERNAL OIMINTERMAL Xellerate Users Active Unlocked
4 3 weblogicUser WEBLOGIC WEBLOGIC WEBLGGIC Xellerate Users Active Unlocked
4 System Admiristrator  XELSYSADM System Administrator Xellerate Users donotreply@orade.com  Active Unlocked
f i '
Rows Selected 1
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Figure 4-19 Detailed Information about the User

Identity Self Service
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B Organizations Account Effective Dates
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To modify a user, perform the below steps:

1. Click Modify User to open Modify User page. Modify the user details as per the
requirement.

2. Click Submit. If the user details are valid (that is, if it does not violate any
validation) then user details would be modified. A message will be displayed on
successful completion of the modify operation. This does not guarantee successful
modification of the user in Collections.

Figure 4-20 Modify User Confirmation

Identity Self Service Actessbiity Sandboxes Customize Help  Sign Out

BF] Home @ Users x| @ UserDetals :HamyPott.. X @ Modify User: HARRYPOTTER X 5]
) Inbox & Modify User : HARRYPOTTER
My Profile Successfully Completed the operation.

& My Information

& My Access
Requests

[ Catalog

@8 Track Requests
Pending Attestations
Administration
fyusers

i Roles

[£g Role Categories

&3 Organizations

[22] Attestation Dashboard
(3] Open Tasks

3. In User Details page locate Accounts tab. If Resource Name is Collection User and
Status is Provisioned then user details are successfully modified and provisioned
to Collections.
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4. If the data does not appear when the user is added, click Refresh.

Figure 4-21 Viewing Modified and Provisioned User Details

Identity Self Service
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Inbox & Harry Potter

Hy Profile & Modify User <7 (@ Disable User 3@ Delete User (3} Lock Account 74 34 Reset Password

@ My Information

&, My Access Attrbutes | Roles | Entitlements  Accounts | DirectReports | Organizations | Admin Roles

Requests Newly added resources wil not appear unti the following table is refreshed. o
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5. Select the account to view the modified values in Detail Information section.
6. To modify the Collections User Group, follow the below steps:
a. In the Accounts tab, select the account that you want to modify.

b. From the Actions menu, select Modify. Alternatively, click Modify Accounts
on the toolbar. The Catalog page is displayed.

Figure 4-22 Catalog page

Identity Self Service Accessbiity Sandboxes Customize Help  Sign Out
=5 Home S uses x| @ User Details : Harry Pott... X i)
7] Inbox
& Harry Potter
Hy Profile & Modify User <7 @ Disable User 3@ Delete User (8} Lock Account i I} Reset Password
& My Information
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Requests Newly added resources wil not appear until the filluing tahle is cefreshed.
D catalog Actions = View ~ Request Accounts ify Accounts | 3§ Remove Accounts Make Primary Request Entitisment 7 Enzble @ Disable [} Refresh » »
@8 Track Requests
Pending Attestations Row Application Instance Resource Account Name Provisioned On Status Account Type Request ID
Administration 1l Collections Collection User 128 Apri 3, 2014 Provisioned Primary
&y Users
i roles

[ Role Categories

&R Organizations

[25] Attestation Dashboard
[ Open Tasks

{ | rows Selected 1

c. Select the required group (for example, INADMIN) from Collections User
Group, lookup and submit the request from the Catalog page. The account
will be modified after the request is approved.

d. Select the required group from the Search and Select: Collections User Group
pop up
e. Click Ok.

f. Click Ready to Submit and Submit, respectively to submit the request.
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Figure 4-23 Submitting Request
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g. To view the changes, go to the Accounts tab in User Details page and click
Refresh. Select the account again to view the modified group in Detail
Information section.

Figure 4-24 Viewing Changes

Identity Self Service

& uses x| @ UserDetails: Harry Pott... X &

8 Home
Tnbox
=] & Harry Potter
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Pending Attestations Row Application Instance: Resource Account Name Provisioned Gn Status Account Type Request ID
- [ 1 Collections Collection User 18 Apri 3, 2014 Provisioned Primary |
&y Users
i Roles
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R Organizations
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Collections  Detail Information

Details
FirstName Harry Collections User Group| INADMIN
LastName Potter Service Account %

User Login HARRYPOTTER
Email Id harry.potter @orade.com
End Date 2014-10-30

Currently, we are not making use of the Service Account feature, so the check
box will remain disabled on the User Details page.

7. To view status of all User Provisioning tasks, navigate to Open Tasks and search
for Collections Application Instance. All failed Collections provisioning task will
be shown (Task Status = Rejected) and successful task are not shown.
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Figure 4-25 Viewing User Provisioning Task
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If task status is Rejected then check all mandatory attributes required for
Collections User Provisioning are populated. See Chapter 3, "User Fields and
Constraints".

If mandatory attributes are missing, populate them and resubmit the request.
Check Resource status in Accounts tab, if status is Provisioned, then user
details are successfully provisioned to Collections. Further, the user can mark
that provisioning task as Manual Complete to remove the task from rejected
list.

If all mandatory attributes are present and still provisioning task statuses is
Rejected, then contact your administrator. Administrator can check log files
and resolve problem. Further, user can Retry provisioning task.

For each field modification, OIM triggers different Process Task. So in all, if six
fields are modified then six requests for modification will be sent to OBP
Collections. This is technical limitation with current implementation.

Each provisioning task holds all user provisioning fields. If the number of user
fields are modified, then all provisioning task for particular request will either
fail or success.

Following table lists task invoked when user field is modified:

Table 4-2 Tasks involved while modifying User fields

User Field Task Name
First Name Change First Name
Last Name Change Last Name

Collection User Group

Collections User Group Updated

Email Change Email
End Date Change End Date
User Login Change User Name
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8. Alternate Flow:
»  Fields constraints are Violated: See Chapter 3, "User Fields and Constraints"

a. Mandatory fields removed or updated field's length is not valid or
incorrect email format data is populated.

See Chapter 3, "User Fields and Constraints" for complete list of fields and
its constraints.

b. Click Submit.

c. Some of the fields having client side validation would be highlighted with
error on Modify User form. Note, only some validations are client side.

d. After rectifying validations errors, click Submit. User would be updated
to OID.

e. Only client side errors are resolved and some of the fields are still
violating constraints.

f.  To check the status of user provisioning to Collections, traverse to
Accounts tab. Resource Name is Collection User and Status is Provide
Information then user is not provisioned to Collections.

Sometimes data doesn't appear as soon as user is added. Click Refresh.

For example, First Name is removed and Last Name is modified. Since
one of mandatory field is missing for Collections User Provisioning, provi-
sioning request failed.

Figure 4-26 User Provisioning Status
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The failed provisioning task will be listed in open tasks list. Provisioning
task will be equal to number of fields modified.
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Figure 4-27 Failed provisioning tasks

Identity Self Service

Help Signout xels

EE| Home

[# Inbox
My Profile

& My Information

{ My Access
Requests

Q Catalog

@8 Track Requests

Pending Attestations
Administration

g Users

) Roles

(13 Role Categories

&3 Organizations

[Z5) Attestation Dashboard
[ Open Tasks

@ User Details : Harry Pott... % [ Provisioning x
Provisioning Tasks
Search Results
Search
Match @ Al ) Any
Task Name
Task Status [+

Application Instance

Search
Search Results

Actions = View = Open  [gh ViewForm [ EditForm  [ighManual Complete SetResponse [ Reassign [ Retry (g} Refresh
Row# Task Name Task Status <% Application Instance  Beneficiary Date Assigned  Assignee Request ID
1 Change Email Rejected Collections HARRYPOTTER 20140404 XELSYSADM
2 Change FirstName  Rejected Collections HARRYPOTTER 20140404 XELSYSADM

Rows Selected 2

Saved Search  Search Open Tasks [+ |

Search Reset Save...

Bl etk

Account Name
128
128

g. Modify the user details to make it valid. See Chapter 3, "User Fields and

Constraints".

h. Click Submit. If all fields are valid, user would be provisioned to

Collections.

Note:
truncated and saved in Collections.

If field length exceeds specified limit, then it would be

i. See Step 4 to validate successful modification of User.

j.  Once modified, user details are successfully provisioned. User can mark

failed provisioning task as Manually Complete.
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Figure 4-28 Task confirmation dialog box

é ‘Warning

Confirm Manually Complete

2 tasks have been selected. Do you want to manually complete these
tasks?

Change Email
Change First Mame

= Modify User Login (Not Supported):

- Though user can modify the User Login from User form, it is not
supported in Collections. User Login is primary key in Collections.

—  If the user tries to modify User Login then new user would be created in
Collections with new User Login. Earlier user still persists.

- User has to manually delete earlier user (User Login before modification)
in Collections.

Note: If some manual changes have been done from the Collections
Admin screens to earlier user, then the same has to be done to new
user.

- Duplicate User Login is not allowed.
=  Modify Collections User Group:

— If User Group value is changed, then earlier would be updated with new
Group in Collections.

— If User Group selection is removed from the drop-down list, then
unselected group would be deleted from Collections. Only default group
would be present, that is groups populated from native Collections native
Admin Screen.

- Collection modifies User Group value based on old and new value of
Collections User Group received from OIM. It deletes old value and adds
new value send for User Group. Old value of User Group is value being
modified and new value is value been added from OIM. If Collection User
Group of successfully provisioned user is modified multiple times when
user provisioning to Collections is failing due to some error. Then user
rectifies the problem, user is provisioned successfully but its last
provisioned User Group wouldn't be deleted; only new user Group would
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be added. This is because last provisioned old values state is lost from
OIM as it has been modified multiple times in between. User must delete
last provision User Group by using Collections Admin screens.

It is recommend whenever user is modified and provisioning status for
Collections User is Provide Information (exception occurred /validation
failed) then user should first rectify the problem (for example, if field vali-
dation is failing then correct it) and provision user successfully (resource
Collection User status is Provisioned) before making further modifica-
tions to User Group.

= Modify End Date:
- End Date represents User expiry in Collections.

—  Once User is successfully provisioned then User can be deactivated by
modifying end date <= current date/today's date. Similarly, user can be
activated again by modifying end date > current date/today's date.

4.3 Delete Users in Collections

Once user is successfully provisioned it can be deleted from OBP Collections.
Collections supports soft delete that is, it only expires User. User deletion request for
Collections will only trigger when Create User provisioning task is complete for that
particular request i.e., it doesn't appear in open task list.

»  If User provisioning request has failed then rectify the problem and complete
Create User provisioning request, if required.

»  If User is already provisioned then mark Create User provisioning task as
manually complete.

Figure 4-29 Manual Completion - Create User Provisioning Task

Identity Self Service

ze Help Signout xe

5 Home & Users X | @ User Detsils : HARRY POTT... X [ Provisioning x i)

Inbox Provisioning Tasks
1y Profile
& My Information

Search Results

Search

@, My Access saved Search  Search Open Tasks =]
Requests Match @ Al ) Any

L] Catalog Task Name

8 Track Requests Task Status [=]

Pending Attestations Application Instance
Administration

&y Users Search || Reset | Save...
& Roles Search

[ Role Categories Search Results -

3, Orgarizations Actions ~ View = | [)Open [} ViewForm [ EditForm  [g} Manual Complete SetResponse  [FReassion [P Retry GRRefresh  [[EF  Efivetach

[23] Attestation Dashboard

Open Tasks Row Task Name TaskStatus  Application Instance Beneficiary Date Assigned Assignee RequestID  Account Name
1 Create User Rejected Collections HARRYPOTTER 2014-04-04 XELSYSADM 56

Rows Selected 1

You can search and delete user. You can search for the user from Search panel and then
click the searched user data to view its detail.
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Figure 4-30 Searching Users To Delete

Identity Self Service

essibiity  Sandl e Help Sign Out

EE| Home

[ Inbox
My Profile

& My Information
{4, My Access
Requests

Q Catalog

&) Track Requests

Pending Attestations
Administration

S Users

{5 Roles

[ Role Categories

&3 Organizations

[ Attestation Dashboard
[i2) Open Tasks

& users x
Search Users

Search
Match @ All €
User Login
First Name

Last Name

Any
Starts with
Starts with

Starts with

Saved Search | SearchUser [=]

Identity Status  Equals

E-mail Starts with

Search Results

Actions View

Row Display Name
1 Harry Potter
2 Internal User
3 Weblogic User
4 System Administrator

Tl

=l StartDate Equals = [y
=l EndDate Equals = Y
= Display Mame  Startswith [
= =] Account Status  Equals =] =]

[=] Organization Equals [=] Q

g Create A Edt o7

e (@ Disable

W Delet= () Lock Account iy

User Login First Name Last Name
Harry Potter
OIMINTERNAL OIMINTERNAL OIMINTERNAL
WEBLOGIC WEBLOGIC WEBLOGIC
XELSYSADM System Administrator

[

Organization

Requests
Xellerate Users
Xellerate Users
Xellerate Users

Telephone
Number

Search

T Reset Password  (gff) Refresh

E-mail

harry.potter @orade.com

donotreply@orade. com

Reset | | Save... Add Fields ~
G| ifiDetach
Identity Status Account Status
Active Unlocked
Active Unlocked
Active Unlocked
Active Unlocked

Rows Selected

1

Figure 4-31 View User Details

Identity Self Service

g Reset Password

) Refresh

28 Home & Users x| @ User Details : Harry Pott.. X
[ Inbox & Harry Potter
Hy Profile & Modify User 7 (@) Disable User 3¢ Delete User (8} Lock Account
& My Information
B My Access Attributes | Roles  Entitements Accounts | DirectReports | Organizations | Admin Roles
Requests
[ Catalog Basic Information
@8 Track Requests FirstMame Harry
Pending Attestations Middle Name
LastName Potter

Administration

g Users

& Roles

(3 Role Categories

&R Organizations

[E2] Attestation Dashboard
[ Open Tasks

4-22

Organization
User Type
Account Status

Requests
Employes
Unlocked

Kellerate Type false

E-mail harry.potter @orade.com

Manager

Account Effective Dates
Start Date
EndDate  12/31/2014

Provisioning Dates
Provisioning Date
Deprovisioning Date

Contact Information
Telephone Number
Home Phone
Fax
Mobile
Pager
Home Postal Address

Preferences
Locale
Timezone

Other Attributes
Common Name  Harry Potter

Initizls

Department Number

Employee Number

Hire Date

Title

Locality Name

Generation Qualifier

HARRYPOTTER
Active

User Login
Identity Status

Display Name Harry Potter

Postal Address
PO Bax

Street

State

Postal Code
Country

Click Delete User link to delete user.
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Figure 4-32 Delete User Screen

Identity Self Service

&8 Home g Users X & User Details : Harry Pott... x )

& Inbox & Harry Potter

My Profile

& Modify User o (@ Disable Uses B | ock Account P & Reset Password
& My Information
B My Access Attributes | Roles Entitlements Accounts | DirectReports  Organizations | Admin Roles
Requests i) Refresh
[ Catalog Basic Information
8 Track Requests FirstName Harry Organization Requests
Pending Attestations Middle Name User Type Employee
Administration LastName Potter Account Status Unlocked
g Users Xellerate Type false User Login HARRYPOTTER
b roles E-mail harry.potter @orade.com Identity Status  Active
5 Rele Categories Manager Display Name Harry Potter
&R, Orgarizations Account Effective Dates
[25) Attestation Dashboard Start Date
[ Open Tasks EndDate 12/31/2014
Provisioning Dates
Provisioning Date
Deprovisioning Date
\ Contact Information
Telephone Number Postal Address
Home Phone PO Bax
Fax Street
Mobile State
Pager Fostal Code
Home Postal Address Country

User authentication happens on data stored in OID. If user details are not available in
OID then the user will no more be an authenticated user.
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Verification

This chapter details the verification of the configurations performed for OIM.

5.1 Verification of OIM Configuration
To verify OIM configuration, follow the steps:

1.

Ensure that OID details are populated properly as per the environment used
(under IT Resource details for Directory Server). Verify whether the server URL is
in the following format:

ldap :/ /< OID IP> :< OID PORT>.

If Connection pooling supported flag is true, then update the parameter value to
false. Current implementation is tested with Connection pooling supported flag to
be false.

Figure 5-1 Viewing IT Resource Details and Parameters

View IT Resource Details and Parameters

You can view additional information about this IT resource : | Details and Parameters [» |

IT Resource Name
IT Resource Type

Directory Server
Directory Server

Parameter value
Abandoned connection timeout 500
Adin Login cn=ordadmin
Admin Password =
Changelog Container en=changelog
Connection pooing supparted false
Connection wait timeout 120
Date Format yyyyMMddHHmmss
Inactive connection timeout 600
Tnitial pool size 5
Max poal size 10
Vin pool size 5
Pool preference Default

ResourceConnection dass definiton
Search Base

orade jam.ldapsync.impl.repository.LDAPConnection
de=i-flex,de=com

Server S5L URL

Server URL

Idap:/f10.180.25.56:3060

Target supports only one connection false
Timeout check interval &0
Use 551 false
User Reservation Container cn=Users, dc=i-flex,dc=com
Validate connection on barrow true
2. When tried to create User from OIM, exception was thrown "Unable to find

attributes in OID schema.” for following attributes. If similar issue is faced, ensure
the following attributes are present in OID Schema and are added to object class
orclIDXPerson as optional attributes. (Required for OIM functioning).
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Table 5-1 OID schema attributes

Attribute Name Syntax
orclpwdexpirationdate Generalized Time
orclpwdchangerequired Boolean
orclaccountenabled Boolean
orclaccountlocked Integer

Note: The above mentioned attributes are added only for OIM
functioning.

5.2 Verify Users in Native Collections

Following steps are required to verify users in native OBP Collections after
provisioning:

1. Login to OBP Collections Native UI using administrative credentials.

http:/ / <Host>:<Port>/CollectionAdmin/cis.jsp

Figure 5-2 OBP Collections Native Login screen

¥?
ORACLE' > 5
FT o,

Oracle Revenue Management and Billing for Financial Services

F

\

Please enter your User ID and Passwaord to login.

User D
Password Login

Language: Enaglish |

Oracle Revenue Management and Biling for Financial Services W22 52

Copyright @ 2011, Oracle. All rights rezerved. The program (which includes both the software and documentation) contain proprietary information; they
are provided under a license agreement containing restrictions on use and dizclosure and are also protected by copyright, patent, and other intellectual

and industrial property laws. Reverse engineering, disassembly, or decompilation of the Programs, except to the extent required to obtain interoperability
with other independently created software or as specified by law, is prohibited.

2. Navigate to User screen from Menu > Admin > U > User.

Figure 5-3 User Screen Menu

Preferences Help Logout | You are logged in as Engiish System (O

Home Menu v Save Clear Refresh

Admin Menu SR Number

™ Hain Menu
in e

Mai

Access Security Portal Preferences Favorite Links Favorite Scripts Characteristics
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Figure 5-4 User Screen - User Navigation

cEl“wmowo

Admin Menu

| DpratonDute | Gnrer

+ Uinag

Uni Of Weanurn
+ user

User Defned Fiekis
4 User troup

Figure 5-5 User Screen - Main Tab

H

ome  Menu + ®

History v

Favorite Links Favori te Characts

Clear Refresh

Ouner |+ | [ Alerts

User ID
Last N

settiene I Current Context
First Name Display Al Premises User Type [ - - CurrentTo Do
Language - Portals Profile User 1D Q,
Display Profile ID Tender Source Qq Q Favorites Profile User ID Q

Email Address
Dashboard Width

-/ Customer Contact
Type -
Comment

3. Click Search icon. User Search dialog window is displayed. To search for a user,
enter User ID and click Search.

Home Page Q, -
& To Do Summary Age Bar -
= ToDoEnties < 0 Days Old Should Be Green
IE o Do Entries > 0 Days Old Should Be Red ~ Eligible Scripts
Account Current-Account current
User Group Expiration Date | Owner Item Delate
G| = |22 Q Account Identification Type-Add

Account Number Type
Maintenance Delete

y| Account Number Type
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Figure 5-6 Searching Particular User

€& User Search - Windows Internet Explorer ==
User ID | HARRY_POTTER| | i @i

Last Name @

First Name

User ID Last Mame First Name

el', Local intranet | Protected Mode: Off Sy v ®100% -

Home Menu « User

Characteristics

User ID HARRY_PCTTER Q Owner Customer Modification | < =/ Alerts o
Last Name Potter
=/ Current Context
First Name Harry Display All Premises User Type [ - = CurrentTo Do E
Language Englsh + Portals Profile User 1D Q 1
+ \/
Display Profile ID Tender Source NORTHAM Q, Q@ North America Favorites Profil User ID Q
Email Address harrypotter @orace.com Dol Lot i
Type -
Dashboard Width 200
2 2 Comment
8l+ome Page =53] c1_cecTabMenu @,  Collection Control Central i
5o Do Summary Age Bar -
To Do Entries < 50| Days Old Should Be Green

ToDoEntries > 100 Days Old Shouid Be Red -/ Eligible Scripts.

Account Current-Account current
User Group Expiration Date | Owner Ltem Delete

4k | = |8 ALL_SERVICES @, AllServices 03-15-2013 Customer Modification Account Identification Type-Add

4 | = |#8 c1_cLSERVICES 4, All Services(C1- Collection Admin) | 03-15-2013 Customer Modification Account Number Type
Maintenance Delete

Account Number Type
¥ | Maintenance Edit
| Artivity Bamact - Add

5.3 Create Users in Collections
Follow below steps to create user in Collections.
1. Login to OBP Collections native Ul using administrative credentials.

http:/ / <Host>:<Port>/CollectionAdmin/cis.jsp
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Figure 5-8 OBP Collections native login

wY . g
e S 1‘

"3
[ =

¥ T

b

Oracle Revenue Management and Billing for Financial Services

Please enter your User ID and Password to login.

Oracle Revenue Management and Biling for Financial Services W2.2.5.2

User D

Password

Language: English |

Copyright @ 2011, Oracle. All rights reserved. The program (which includes both the software and documentation) contain proprietary information; they
are provided under a license agreement containing restrictions on use and disclosure and are also protected by copyright, patent, and other intellectual

and industrial property laws. Reverse engineering, disassembly, or decompilation of the Programs, except to the extent reguired to cbtain interoperability
with other independently created software or as specified by law, is prehibited.

2.

Figure 5-9 OBP Collections native - Menu

Home Menu v

Main

Figure 5-10 OBP Collections native - User Navigation

Admin Menu

Main Wenu

Home Menu =

= —@gTMmo oo

NXxs<ed4»wmp Do =

Access Securiy

Access Security

»
»
»
»
»
»
»
»
»
»
»
»
»
»
»
»
»
»
>
»
»
»
»

Portal Preferences

Portal Preferences

Favorite Links

Favorite Links.

Favorite Scripts

Favorite Scripls

Characteristics

Characteristics

Navigate to User screen from Menu > Admin > U > User.

Preferences Help Logout

You are logged in as English S

Save Clear Refresh

SR Number

Preferences Help Logout

You are log:

in as English System ()

Save Clear Refresh

SR Number

Owner

Display All Premises User Type [£]
Portals Profile User ID

Favorites Profile User 1D

PP

E
o
=
| Green

IE Red
2

Expiration Date | Owner

<+ uiMap

Unit O Measure
=+ User

User Defined Fields

= User Group

= Current Context
- Current To Do

s \,I/

- Customer Contact
Type -
Comment

- Eligible Scripts
Account Current-Account current
Item Delete

Account Identification Type-Add

Account Number Type
Maintenance Delete

»| Account Mumber Type
Maintenance Edit

Activity Request - Add

Activity Request - Cancel
Activity Request - Change
Activity Request - Maintain
Activity Request User Log - Add
Activity Type - Maintain
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Figure 5-11 OBP Collections native - Main Tab

Home Menu~ | @ History v

User ID

Last Name

First Name

Language -
Cisplay Profile ID Tender Source

Email Address

Dashboard Width

Home Page =4

s Help Logout

You are logged in s English

Q Owner

ar fresh

Portal Preferences Favorite Links v s Characteristics

+ | = Merts
= Applicable Campaigns
=/ Current Context

~I Current To Do

|
[l \/
=/ Customer Contact
Type -

Display All Premises User Type [ -
Portals Prafile User ID

]
yelyel

Q Favorites Profile User ID

Comment

yel

3.

4,

5
5 To Do Summary Age Bar =
= 1oDoenties < 0 Days Old should Be Green |

lE o Do Entries » 0 Days Old Shouid Be Red = Eligible Scripts

b Account Current-Account current

User Group ExpirationDate | Owner [tem Delete
| === Q Account Identification Type-Add
Account Number Type

Maintenance Delete

»

Account Number Type

In the User page, enter the following details in the respective fields:
User Id: OIMOBPCOLL

First Name: OIMOBPCOLL

Last Name: OIMOBPCOLL

Language: English

Display Profile ID Tender Source: NORTHAM

Email Address: OIMOBPCOLL@oracle.com (sample email address. Provide valid
administrator email address )

Dashboard Width: 200

Home Page: c1_ormbhTabMenu
To Do Entries <:50

To Do Entries >:100

User Group: CLNHOSTUSER with Expiration Date : 01-01-2100 (add expiration
date as per requirement)

Click Save.

Figure 5-12 User Screen

Home Menu ~ User Save Clear | Refresh
ToDoRokes | Ace Portal Preferences | Favorie Links | Favorte Scripts | Characteristics

User ID OIMOBPCOLL Q owner | * || ETRIeTE -
= Applicable Campaigns

Last Name OIMOBPCOLL
- Current Context A

First Name OIMOBPCOLL Display All Premises User Type [ - - Current To Do 1

Language English ~ Fortals Profile User ID Q \ 1

a Q - o / Ld

Display Profile ID Tender Source NORTHAM Q& NorthAmerica Favorites Profile User ID Q

Email Address OIMOBPCOLL @aracle. com LR R e T
Type -

Dacshboard Width 200

3 . Comment
Home Page == c1_ormbhTabMenu Q =

Main_Mena

To Do Summary Age Bar
To Do Entries <
To Do Entries >

50 Days Old Should Be Green
100 Days Old Should Be Red

User Group
= CLNHOSTUSER

+

@, CLNHOSTUSER

Expiration Dats ¥
01-01-2100

Owner
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OIMOBPCOLL User is successfully created in Collections.

! Eligible Scripts
Account Current-Account current
Item Delete

Account Identification Type-Add

Account Number Type
Maintenance Delete
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